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What Is Runtime Verification?

1.1 Context

Runtime verification studies how to observe a running system and raise an alarm when
something goes wrong, or confirm that a behavior conforms with a specification. It can be
applied even when a system model is not available. In this sense, it complements model
checking: instead of exploring the full state space of a given model in advance, runtime

verification analyzes executions (also called traces) as they are generated.

A monitor observes the execution step by step and produces a verdict based on the
information available so far. If the observed behavior violates the specification, the monitor
raises an alarm; if the behavior is guaranteed to satisfy the specification, it may confirm

correctness.

A central theme of runtime verification is uncertainty. The system may be only partially
known, or even unknown, and the monitor typically observes only a subset of the system’s
actions or propositions. Moreover, in reactive systems, executions are typically infinite,
but at runtime only a finite prefix is available. As a result, verdicts may be inconclusive,

reflecting the inherent limits of runtime observation.

Runtime verification shares this focus on uncertainty with closely related techniques such as
diagnosis and opacity checking. The goal of these notes is to present a unifying treatment
of these topics. To that end, we use epistemic logic as a common language to express what

an observer knows (and does not know) from its observations.

In these notes, we actually use the term runtime verification in a broad sense, to refer to
observation-based verification problems such as monitoring, diagnosis, and opacity, which

all reason about what can be inferred from executions at runtime.

1.2 Model Checking, Diagnosis, Opacity, and Monitoring

We consider reactive systems that produce infinite executions. Throughout these notes, we
assume that a (possibly abstract) model S of the system is available. Depending on the

amount of information encoded in this model, we distinguish three idealized cases.
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o White-box systems, where the model accurately reflects the implementation.

o Gray-box systems, where the model intentionally abstracts or hides information, for
instance by introducing nondeterminism to represent unknown environment behavior,

partial observability, or underspecification.

e Black-box systems, where no reliable model is available and the system can only be

observed through its executions.

Model checking. When a sufficiently precise model of the system is available (white
box, or controlled gray box), correctness questions can be addressed using model checking.

Given a temporal specification ¢, the model-checking problem asks whether

SE o,

that is, whether ¢ holds on all infinite executions of S.

In gray-box models, however, nondeterminism often represents uncertainty rather than
real implementation choices. In this case, universal quantification over all executions may
be too strong or unfounded. A model may include executions that are possible in the
abstraction but impossible in reality, or behaviors that will only be resolved at runtime.

As a result, a purely offline verdict may be misleading.

From offline verification to runtime observation. An alternative is to observe
executions as they occur. At runtime, the system produces a concrete execution, but an
observer typically sees only a projection. Based on the observed prefix, the observer reasons

about the set of executions of § that are compatible with what has been seen so far.

This naturally leads to epistemic reasoning. At any time, the observer may or may not know
that a given property holds, depending on whether it holds on all executions consistent

with the current observation.

Diagnosis. In diagnosis, the goal is not to decide an arbitrary specification, but to detect
the occurrence of a particular event, such as a fault. Let ¢ be a property representing such

an event.
A diagnoser should eventually know that the event occurred, whenever it did. The existence

of a diagnoser is naturally expressed by the property

q)diagnosable(@) = G(QO — FKaP(p)a

which can be read as

“It is globally true (G) that if ¢ holds, then eventually agent a
knows that ¢ held in the past.”



1.2. Model Checking, Diagnosis, Opacity, and Monitoring 3

Thus, the existence of a diagnoser is a model-checking question, while the diagnoser itself

operates online on the observation stream.

In diagnosis, fault propositions are typically unobservable to the observer. This does not
mean that faults are absent from the system model. Rather, faults represent internal events
or mode changes that may influence the future behavior of the system, even if they are not
directly visible. Modeling faults explicitly allows us to define correctness of diagnosis and

to reason about whether their occurrence can be inferred indirectly from observations.

Example 1.1 (Diagnosable vs. non-diagnosable systems)

Let AP = {p,r,e} be a set of propositions and ¥ = 247, A letter o € ¥ specifies
which propositions hold at a discrete time step. It is also referred to as an event.
Think of e as “an error occurred”. An execution (or trace) is an infinite sequence in
¥ (i.e., it is an infinite word over X), and the behavior of a system S is given by its
language L(S) C X¥.

Given an event with letter o € X, agent a observes only o N AP, where AP, = {p,r},

i.e., the error proposition e is unobservable.

Consider the three systems S1, Sz, and S3 with the following languages:

L
L
L
L

S1
So
Ss3
Sy

{p}* + {p}"{p. eH{pH{r}"
{p}* + {p}"{p, eX{p}*
{p}* + {p}*{e{p}*

{p} + {pt"{p. eH{p} {r}

(51)
(S2)
(S3)
(S4)

where we use a“ as shorthand for the corresponding w-language.

For example, the infinite word {p}{p}{p, e}{p}{r}{r}{r}... is a possible trace of
S1. Agent a observes the projection {pH{pH{p}{p}{r}{r}{r}.... Since observing r
eventually allows a to infer that an error has occurred, S is diagnosable for the

property ¢ = e.

In contrast, Sy is not diagnosable: faulty and non-faulty executions are observationally

indistinguishable, as a observes only sequences of {p} in both cases.

The system Ss is again diagnosable. Although the error proposition e is unobservable
and all observations after the error are {p}, the error occurs at a position where
the observer sees (), whereas non-faulty executions produce {p} from the first step.
Under the synchronous perfect-recall semantics, the observer remembers the number
of steps, so these prefixes are distinguishable. Hence agent a can infer that an error

has occurred, and S3 is diagnosable.
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The system Sy is also diagnosable. Indeed, on every faulty execution, the symbol
{r} eventually occurs (and then persists forever), whereas on non-faulty executions
only {p} is observed. Thus, once {r} is observed, agent a can conclude that an error
has occurred. However, Sy illustrates that unbounded diagnosis does not imply a
uniform delay bound: after an error, the system may produce {p} for an arbitrarily
long finite time before switching to {r}*. Therefore, for every D € N there exists a

faulty execution in which agent a cannot yet infer the error within D further steps.

We conclude that

Sl ): cbdiagnosable(e) and 83 ): (I)diagnosable(e) and 84 l: (I)diagnosable(e)y
whereas
S b’é (I)diagnosable(e)'

Note that only S; and S3 satisfy a bounded form of diagnosability: G(e — XPK,Pe)
for suitable fixed D, where XP means after D steps.

Opacity. Opacity addresses the dual problem of diagnosis. Here, the secret is not a
current-state fact, but the occurrence of an event at some point in the execution. The goal

of opacity is to ensure that the observer can never infer that this event has occurred.
Accordingly, we define opacity with respect to a past property. Given a secret event ¢, an
epistemic opacity requirement is

Dopaque () = G Ko Pep.

Thus, opacity requires that at all times the observer does not know that the secret event
has occurred in the past. Note that this does not prevent the observer from sometimes

knowing that the secret event has not occurred.

As before, this is a model-checking problem on the system S.

Example 1.2 (Past opacity)

Let AP = {p,s} and ¥ = 247, Agent a observes only p, i.e., AP, = {p}. The

proposition s represents a secret internal event and is unobservable.

Consider the system S with language
L(8) = {p}* + {p}*{p, sHp}*.

Let the secret event be ¢ = s, and consider the past secret Ps (“s has occurred at
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some point in the past”). Then S is opaque with respect to ¢ and agent a, since
for every observation prefix consisting only of {p}, there exists an indistinguishable

execution in which s has not occurred. Hence,

Sk Popaque ().

Monitoring. A monitor observes a finite prefix of an execution and produces a ver-
dict based on the information available so far. In the presence of partial observability,
such verdicts naturally correspond to what the observer can infer from the observations.
Accordingly, we model monitoring using three-valued verdicts derived from epistemic

reasoning.
Let ¢ be a temporal property interpreted at the initial position of the execution, and let
& = P(first A\ ). Given an observation prefix, the monitor produces:
o the verdict true if K,¢ holds, i.e., the observer knows that ¢ holds at the initial
position;
o the verdict false if K,—¢ holds, i.e., the observer knows that ¢ does not hold;
e the verdict ? otherwise, reflecting remaining uncertainty.

Monitoring thus tracks whether the observer has obtained sufficient knowledge to decide
the truth of .

Example 1.3 (A simple epistemic monitor)

Let AP = {p,r,e} and ¥ = 247, As before, think of e as “an error occurred”. We

consider a single agent a that can observe all propositions, i.e., AP, = AP.

Consider the system S with

L(S) = {p}" {rH{p}* + {p} {e}{p}".

That is, after some (possibly empty) prefix of {p}, exactly one of {r} or {e} occurs,
and then only {p} forever.

Let the property be ¢ = —Fe, expressing that no error ever occurs. As long as the
observer sees only {p}, both executions in which an error will occur and executions
in which no error occurs remain compatible with the observations. Hence, neither

Kq® nor K,—¢ holds, and the monitor outputs ?.

Upon observing the first non-{p} letter, epistemic uncertainty is resolved. If the

letter is {e}, then the property is violated, K,—¢ holds, and the monitor outputs
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false. If the letter is {r}, then it is guaranteed that no error will ever occur, K,

holds, and the monitor outputs true.

A unifying perspective. Model checking, runtime verification, diagnosis, and opacity
can all be analyzed within a common epistemic temporal framework over the same system

model. The key difference lies in when and how the result is used.

Model checking provides an offline verdict about all executions. Diagnosis and opacity are
typically formulated as epistemic temporal properties whose satisfaction can be decided
offline. Monitoring, in contrast, produces verdicts online from finite observations, but relies

on similar epistemic reasoning about what an observer can infer.

In this sense, runtime verification does not replace offline analysis. Instead, offline analysis
is used to construct monitors, diagnosers, or observers, which are then applied at runtime

to the observed execution.

1.3 Take-Away

e Runtime verification reasons about system correctness from observed executions,

rather than from complete system models.

« Partial observation and infinite executions introduce uncertainty, which can be

captured naturally using epistemic notions of knowledge.

e Model checking, diagnosis, opacity, and monitoring can all be analyzed using epistemic

temporal reasoning over the same abstract system model.

« Diagnosis and opacity express availability or impossibility of knowledge, while mon-
itoring general properties raises questions about when definitive verdicts can be

reached.

o Although monitors operate online, their existence and correctness are typically

established by an offline analysis of the system model.

1.4 Further Reading

Runtime verification has been extensively studied as a lightweight alternative to exhaustive
model checking, in particular for linear-time temporal logics [2,10]. For background on
model checking and temporal logics, we refer to the standard textbook [1]. Diagnosis and
opacity originate from the discrete-event systems community, where they are traditionally
formulated in terms of observation-based distinguishability of behaviors [9,11]. Opacity

has also been studied on transition systems and from an information-flow perspective [4].



1.4. Further Reading 7

Epistemic logic provides a unifying formalism for reasoning about such distinguishability,
by making explicit what an observer can infer from partial observations. The interaction
between temporal and epistemic operators has been studied in the context of knowledge
and time under perfect-recall semantics (e.g., [7]). In these notes, we make use of this
connection and adopt epistemic temporal logic as a common language to relate monitoring,

diagnosis, and opacity in a runtime setting.



2

Observation, Knowledge, and Un-

certainty

2.1 Words, Languages, and Moore Machines

We let N ={0,1,2,3,...} and N>; = {1,2,3,...}.

A possible behavior of a reactive system is naturally viewed as a sequence of observations
over time. Such behaviors are represented as words, also called traces, which may be finite

or infinite sequences over a given alphabet.

Definition 2.1 (Words)

Let ¥ be a finite alphabet. A finite word over X is a sequence u = o1 ...0, with
neNand o; € ¥ forie {1,...,n}. We let |u| refer to the length n of u. If n =0,
then v is the empty word, denoted by €. By ¥*, we denote the set of all finite words
over X. The set of nonempty finite words is denoted by Xt = ¥* \ {e}.

An infinite word over X is a sequence w = 010203 ... with ; € X for i € N>;. The

set of infinite words is denoted by >“. Moreover, we let 3°° = >* U 3°°.

Given w = 010203 ... € £ and k € N, we let w<j, refer to the finite prefix oy ...0 € ¥*
of length k. Note that w<g = ¢. For a finite word u = 0 ...0, € ¥* and k € {0,...,n},

the prefix of length k of u is defined accordingly, as u<y = o1 ...0.

A language is a set of words. We mainly consider languages L C ¥* over finite words, and
languages L C ¢ over infinite words. For L C X, we let Pref (L) refer to {w<y | w € L
and k € N>1}, i.e., the set of nonempty finite prefixes of words in L.

Example 2.2 (A simple word)

Let AP = {p,r}, e, T = {0, {p}, {r}, {p,7}}. Then, {p}0{p}8{p}0... € 5 is an
infinite word. Moreover, {p}{p,r}0 € ¥* is a finite word of length 3.
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While we will later define Biichi automata as a central automata model running over
infinite words, we already introduce deterministic automata with output, also known as
Moore machines. These will play a crucial role as runtime monitors and as building blocks

in constructions over Biichi automata.

Definition 2.3 (Moore machine)

A Moore machine over an input alphabet ¥ and an output alphabet I' is a tuple
A=(Q,,6,0)
where

e @ is a finite set of states,
e 1 € Q is the initial state,
e 0: Q XX — Q is a transition function,

e 0: @ — I'is an output mapping.

We extend 6 inductively to §*: @ x ¥* — @ by 0*(¢,¢) = ¢ and §*(q, wo) = §(6*(q,w), o)
for all ¢ € Q, w € ¥*, and o € ¥. As its semantics, the Moore machine A defines the
following mapping;:

=T

u > 0(0* (1, u))

[A]:

In other words, it scans the input word and ouputs the symbol associated with the resulting

state.

Special case: deterministic finite automata. For I' = {0,1}, a Moore machine
A= (Q,t,0,0) can be viewed as a deterministic finite automaton over ¥ by identifying the

set of accepting states as

F={qeQfo(q) =1}

In this case, we will equivalently write A = (Q,¢,d, F') and understand it as a recognizer
for the language
L(A)={ueX" |6 (,u) € F}.

2.2 Propositions, Agents, and Partial Observability

In our setting, the behavior of a reactive system is modeled as an infinite word over an
alphabet whose letters indicate which atomic propositions hold at each time step. A single

position of such a word, together with its associated set of propositions, is called an event.
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In many systems, an observer cannot see all aspects of an event. Instead, each agent has
access only to a subset of the atomic propositions. As a consequence, different system
executions may be indistinguishable from the point of view of a given agent. This form of
partial observability is formalized by projecting global executions onto the propositions

visible to the agent and will later form the basis of our epistemic semantics.

Throughout these notes, unless stated otherwise, we fix a finite set of atomic propositions
AP and let ¥ = 247 be the corresponding global alphabet. We also fix a finite set Ag of
agents. For each agent a € Ag, let AP, C AP denote the set of propositions observable by
a, and let ¥, = 2474 be the corresponding observation alphabet.

Definition 2.4 (Observable propositions)

The observation function for agent a is

Y=,
0bs,:
oc—oNAP,

It is extended pointwise to words in >* and »“. Note that obs, is then length-

preserving and that obs,(g) = e.

The observation function formalizes the local view of an agent at a single step. Given
a global event, the agent retains only the information carried by the propositions it can
observe and ignores the rest. Extending observations from single events to words allows us

to compare entire executions from the agent’s perspective.

Example 2.5 (Observation of words)

Let AP = {p,r,e} and let agent a observe only AP, = {p,r}.

Consider the finite word
u={pHp eHr} e T

Then

0bsq(u) = {pHpHr}-

If an event contains only unobservable propositions, the observation is empty. For

example, for

u' = {pHe}Hr} e X%,
we have

obsg(u') = {p}0{r}.
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Using observations, we can now formalize when an agent is unable to distinguish between
two executions. Intuitively, two executions are indistinguishable for an agent if they give

rise to exactly the same sequence of observations.

Definition 2.6 (Indistinguishability for finite words)

Two finite words u,u € ¥* are indistinguishable to agent a, written u ~4 o/, if they

have the same observation for agent a:
wn~gu if  obsy(u) = obsy(u')

In particular, indistinguishable words are of the same length.

Note that indistinguishability is an equivalence relation on finite words.

Example 2.7 (Indistinguishable finite words)

Let AP = {p,r, e} and let agent a observe AP, = {p,r}, as in Example 1.1. Consider
the finite words

u={pHp,e{p} and ' ={pH{pH{p}

Since the proposition e is unobservable for agent a, we have

obsq(u) = obsa(u') = {pH{p}p}-

Hence, u ~4 .

When reasoning about properties at a specific time point, it is not sufficient to compare
complete executions. We therefore lift indistinguishability to pairs consisting of an execution
and a position. Two such pairs are indistinguishable if the agent has seen the same
observations up to that position.

Definition 2.8 (Indistinguishability for pointed infinite words)

A pointed word is a pair (w, k) where w € ¥“ and k is a position in w, i.e., k € N>j.

Two pointed words (w, k) and (w', k) are indistinguishable to agent a (perfect recall),

written (w, k) ~, (w', k), if their prefixes up to position k are indistinguishable:

(’UJ, k) ~a (’UJ,, k) if W<k ~a w/gk
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Note (Synchronous vs. asynchronous observation)

In these notes, we consider a synchronous observation semantics: system progress is
observable by all agents. Formally, at each step, every agent receives an observation,
possibly empty. Equivalently, one may assume a distinguished atomic proposition
tick that holds at every step and is observable by all agents. Thus, while a transition

may be uninformative, it is never (epistemically) silent.

Under this assumption, indistinguishability is naturally defined between prefixes of

equal length, as in Definition 2.6.

An alternative asynchronous observation semantics can be obtained by letting
agents observe only steps carrying nonempty observations. Formally, one replaces
0bsy: X* — X by the projection that erases events o with obs,(c) = 0, and accord-

ingly extend this to indistinguishability by
(w, k) ~q (W', k') << obsq(w<i) = obsa(w%k/).
In this case, agents may be uncertain about the number of system steps or the elapsed

time.

All epistemic definitions and constructions presented in these notes extend to this
asynchronous variant by replacing the observation function accordingly. For simplicity,

we focus on the synchronous case.

2.3 A Base System Model

Systems are characterized by their set of infinite traces, i.e., the infinite words they
possibly generate. These can, for example, be described in terms of w-regular expressions
(cf. Chapter 1) or in terms of automata. For an algorithmic treatment and also from a

modeling point of view, it is convenient to use Biichi automata.

Definition 2.9 (Biichi automaton)

A Buiichi automaton over X is a tuple
A=(Q,, A F)
where

e () is a finite set of states and ¢ € ) is an initial state,
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e AC QXX XQ isa transition relation,

e F CQ is a set of accepting states.

Let q,¢' € Q be states. For o € X, we write ¢ = ¢ if (¢,0,¢') € A. A run of A is an
infinite sequence of the form gy —» q1 — g2 —> ... such that go = ¢.

A run from q (or g run) is defined analogously, except that gy = q. However, unless stated

otherwise, the term run always refers to a run starting in the initial state.

We let 7(i) refer to g; for all ¢ € N. Run 7 is called accepting if ¢; € F' for infinitely many
i € N. The induced trace is 010903 ... € ¥, denoted by trace(mw). We also say that 7 is a

run over w.

The language of A is defined as

L(A) = { trace(n) | 7 is an accepting run of A }.

It is convenient to also introduce finite runs. A finite run of A is a finite sequence of the
form m = qy =5 q1 = ... 2% g, where n € N, such that gy = ¢. We also set 7(i) = ¢; for
all i € {0,...,n}. Moreover, we let trace(m) = o1 ...0,, and we say that 7 is a run over

trace(m). We do not define acceptance for finite runs.

Note

For technical convenience in some constructions, we also use generalized Biichsi
automata (GBAs), where the acceptance condition is given by a set of accepting sets
F =A{F,...,F,} with F; C Q. A run is accepting if, for each i € {1,...,m}, it
visits some state from Fj infinitely often. Every GBA can be converted to a standard

Biichi automaton with at most m - |@Q| states (cf. [1]).

We define
Obsy(A) = { 0bsq(u) | u € Pref+(L(A)) }

for the set of all (nonempty) observation sequences of agent a that are compatible with

some finite execution of A.

Note

System states are not observed directly. Instead, the observer sees only the projected
execution trace over the observation alphabet >,. Classical runtime monitoring
corresponds to a maximally permissive special case, where the system model consists

of a single (accepting) state with a self-loop for every event o € .
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Example 2.10 (Four trace languages under partial observation)

there.

unobservable.

(c) Automaton for Ss

Let us revisit Example 1.1 and provide Biichi automata for the languages considered

Recall that AP = {p,r,e} and X = 24P A letter o € ¥ specifies which propositions

hold at a discrete time Fix an agent a with AP, = {p,r}, so the proposition e is

We consider four systems Sy, Sa2, 83, 4 given by the following languages:

L(S&1) = {p}* + {p}"{p, e{p}{r}*
L(S2) = {p}* + {p}"{p,eH{p}*
L(S3) = {p}* + {p}*{eH{p}*

L(Ss) = {p}* + {p}"{p, eH{p}"{r}*

Each language is generated by the following (small) Biichi automaton (the initial

state has an incoming arrow and final states are depicted as a double circle):
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(d) Automaton for Sy

2.4 Epistemic Linear-Time Temporal Logic

We now formalize the epistemic temporal logic outlined in the introduction. The logic
allows us to specify temporal properties of systems under partial observability, and to
reason explicitly about what agents know based on their observations. In particular, it

provides a logical framework for formalizing diagnosability or opacity properties.

Definition 2.11 (Epistemic LTL)

Formulas from Epistemic Linear-time Temporal Logic, denoted by LTL™, are given

by the following grammar:

o = p| | eAp | oUte | ¢StTe | Kap

where p € AP is a proposition and a € Ag is an agent.

Formulas are interpreted over pointed words. Recall that a pointed word consists of an
execution together with a distinguished reference position (cf. Definition 2.8). This position
separates the finite prefix that has already been observed from the infinite future that is yet
to unfold. Both temporal and epistemic operators are evaluated relative to this reference

position.

Definition 2.12 (Satisfaction)

Let S be a Biichi automaton over ¥ (representing a system). Let w = 010203 ... €
L(S) and k € N>;. Satisfaction S, w, k = ¢ for a formula ¢ is inductively defined as

follows:

e SwkEpifpeoy
o Sw,kE-pif S,w,kE e
o SSwkEpAYif S,wkl=pand S,w, k=
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o S,w, k= U™ if there exists j with k < j such that

- S,U.),j ):w and
— for all ¢ with k& < i < j, we have S,w,i | ¢

o S,w, k= ST if there exists j with 1 < j < k such that

- Sawaj ’:w and
— for all ¢ with j < i < k, we have S, w,i = ¢

o S,w,k = Kypif for all w’ € L(S) with (w, k) ~q (v, k), we have S,w', k | ¢

Moreover, we write S = ¢ if, for every w € L(S), we have S,w, 1 = ¢.

Note (Strict temporal operators)

We take the strict temporal operators UT and ST as primitives. Thus, U™ requires
1) to hold at a strictly future position, and ¢St at a strictly past one. The left-hand
side ¢ is required to hold only at positions strictly between the current position and

the witnessing position. Its truth at the current position is irrelevant.

This avoids separate next and previous operators as primitives, since they can be
defined using strict until and since. More importantly, it anticipates the timed setting.
In timed logics, strictness is needed to constrain the elapsed time to the closest future
or past occurrence of a subformula. Using strict operators already in the untimed

logic yields a uniform semantics and simplifies the timed extension.

Derived temporal operators.

Using the strict operators UT and S*, we introduce the

following abbreviations, which include the standard non-strict operators:

-
eV
X
eUy
Fo
Gy
first

pV —p 1
(e A ) o=
1UTp Yo
YV (oA (pUTY)) @St
TUgp Py
—F=p Hep
=YT W

-7
PV

1Sty

PV (o A (9STY))
TSy

~P—

Kop V Ky

Here, a is an agent and p € AP any arbitrary proposition. In particular, the formula W,

denotes that a knows whether ¢ holds.
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In particular, Xy requires that ¢ holds at the immediately next position, while Y requires

that an immediately preceding position exists and that ¢ holds at that position.

Bounded temporal operators. For runtime verification and diagnosability, we also

introduce bounded eventually and past operators. For D € N:

F<Pyp = oV Xp Vv XZpv.---vXPyp (eventually within n steps)

PPy .= pvYpVvYiov...vYPyp (sometime in last D steps)

where X%p = ¢ and X1 = X(X!p), and similarly for Y¢.
Semantically, S,w,k = F<"p holds iff there exists j with k& < j < k + n such that
S,w,j k=

Bounded always operators G="¢ := —F<"—p and HS"p := -P<"-¢ can be defined

analogously.

Definition 2.13 (Logical equivalence)

LTL"™ formulas ¢ and v are logically equivalent, written

v =1,

if for every Biichi automaton S, every word w = 010203 ... € L(S), and every position
k€ N217
S,wkkEe — SwkE.

Note

Throughout these notes, we fix a system & and restrict attention to executions of S.
In particular, whenever satisfaction S, w, k |= ¢ is evaluated, we assume w € L(S).
Thus, L(S) plays the role of the universe of possible executions. We will restate this

convention explicitly whenever it is relevant.

Exercise 2.14 (Basic axioms)

Let S be a system, let a € Ag, and let ¢ be a formula.

(1) Show that
SEy <= SEKgp
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(2) Show that, for all w € L(S) and all k € N>, we have

S,w, k¢
S,w, k = KoKap
S,w, k = K= Kgp
S,w, k = GK,Py

Veridicality)
Positive introspection)

Negative introspection)

I

(
(
(
(Non-forgetting)

(3) Show that the converse of the implication in (2a) does not hold in general.

Example 2.15 (Diagnosability properties)

We consider diagnosability properties for the systems Sy, So, S3, Sy from Example 2.10,

where e is unobservable to agent a.

Immediate diagnosability. G(e — K,e) requires that errors are immediately

detected. This fails for all four systems, as the letter {p, e} is observed as {p}.

Eventual diagnosability. G(e — FK,Pe) requires that errors are eventually de-
tected. Systems Si, S3, and Sy satisfy this property: in S;, the observation {r}
occurs only on faulty executions; in S3, the error occurs when the observer sees
(), distinguishing it from non-faulty executions; in Sy, faulty executions eventually
produce {r}* while non-faulty ones remain in {p}*. System S, fails this property, as

faulty and non-faulty executions remain indistinguishable.

Bounded diagnosability. For fixed D € N, the formula G(e — XPK,Pe) requires
detection within D steps. Systems &1 and Ss satisfy this for suitable D. System Sy
shows that eventual diagnosability does not imply bounded diagnosability: after an

error, the system may produce {p} for arbitrarily many steps before switching to

{r}~.

Example 2.16 (Nested knowledge with two agents)

We present a system where agent a knows that agent b knows a fact, although agent a

does not know the fact itself.

Let AP = {h,r,s} and Ag = {a,b} with AP, = {r} and AP, = {s}. Thus h is

unobservable to both agents.
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The system S nondeterministically chooses h € {0, 1}, emits r, then emits s iff h = 1,

and remains silent thereafter. Formally, S is the Biichi automaton below:

{h,r}

The language L(S) contains two words, namely are (0{r}00... (when h = 0) and
{h}{h,r}{h,s}00... (when h = 1). Agent a observes only {r} at position 2 in both

cases, while agent b observes {s} at position 3 iff h = 1.

Recall that Wyh := Kyh V Kp—h. Consider
© = XX(KoWph A =W,h).

At position 3, agent b’s observation determines h, so Wyh holds. Agent a has seen
only {r} (identical in both runs), so “W,h holds. However, agent a knows the system
structure and knows that agent b’s observation suffices to determine h, hence K,Wj(h)
holds. Thus S = ¢.

So far, formulas have been interpreted at a concrete execution and a reference position.

From the perspective of an agent, however, the actual execution is not directly accessible.

Instead, the agent only has access to the finite observation it has made so far.

We therefore provide a satisfaction relation that is defined relative to an observation rather

than to a single execution. Intuitively, a formula holds under an observation if it holds for

all executions of the system that are compatible with that observation.

Definition 2.17 (Satisfaction under observation)

Let S be a system, a € Ag, and ¢ a formula. Let u = 07 ...0, € Obsy(S). We write

S?“ ):a(p

if, for all w € L(S) such that obsq(w<y) = u, we have

S,w, k = .




2.5. The Model-Checking Problem 20

Proposition 2.18

Let S be a system, a € Ag, and ¢ be an LTL™ formula. Let w € L(S) and k > 1,

and set u = 0bsq(w<y). Then,

Subksp = S,wkEKp.

Proof. Let u = obsq(w<y).

(=) Assume S,u =, ¢. Let w’ € L(S) be such that (w, k) ~, (v, k). By definition of
indistinguishability (perfect recall),

(w, k) ~q (W' k) <= obsa(w%k) = 0bsq(w<k) = u.

Hence obs,(w’;) = u, and by the definition of =4, we obtain S,w’,k = ¢. Since this
holds for all such w’, we conclude S, w, k = K, .

(+) Assume S,w, k = Kop. Let w' € L(S) with obsq(w’y) = u. Then (w, k) ~q (w', k),
again by the definition of indistinguishability. By the semantics of knowledge, this implies
S,w', k |= . Since this holds for every w' with 0bs,(wl;) = u, we conclude S, u =4 ¢. U

2.5 The Model-Checking Problem

We now turn to the algorithmic problem of deciding whether a system satisfies a given
epistemic temporal specification. It serves as a basis for the construction of monitors and

verification procedures.

Definition 2.19 (Model-checking problem)

Given a Biichi automaton § = (Q,¢,A, F) and an LTL™ formula ¢, the model-

checking problem asks whether

S o,

that is, whether for every w € L(S), we have S,w,1 | .

LTL model-checking problems are usually be solved by translating the negation of ¢ into
another Biichi automaton and checking the product for emptiness. Due to the knowledge
operator, unlike the classical construction, this Biichi automaton A‘ip also depends on the

given system S.

To make this explicit, we introduce a transducer that combines the behavior of the system

with the evaluation of the formula along its executions. That is, it maps each position
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along an execution to the truth value of the formula at that position.

Definition 2.20 (System-formula transducer)

Let S be a Biichi automaton over ¥ (representing a system) and ¢ be an LTL™

formula. An (S, ¢)-transducer consists of

e a Biichi automaton A‘g = (Qp, tp, Ay, F,) over X, and

 a mapping v,: @, — {0,1}

such that L(Ag) = L(S) and, for all w € L(S), all accepting runs 7 = gy — ¢ —
g2 = ... such that trace(r) = w, and all k € N>1, we have

Yolar) =1 <= S,w,kE=o.

Intuitively, v, marks the positions that satisfy ¢.

Theorem 2.21 (Transducer construction)

For a Biichi automaton S and an LTL™ formula ¢, we can effectively construct an

(S, p)-transducer.

In the construction, we will actually make use of a monitor:

Definition 2.22 (Knowledge monitor)

Let S be a Biichi automaton over ¥, an agent a € Ag, and ¢ be an LTL™ formula.
An (S, ¢)-knowledge monitor for a is a DFA K‘g’a over Y, such that, for all finite
words u € 0bs,(S) C X7,

u € L(ng’a) — S,ufq .

Theorem 2.23 (Monitor construction)

Given a Biichi automaton over X, an agent a € Ag, and an LTL™ formula ¢, we can

effectively construct an (S, ¢)-knowledge monitor for a.

The rest of the section is devoted to the simultaneous proof of Theorems 2.21 and 2.23.
We construct .A‘g and 7y, by structural induction on . We asume that L(S) # 0 because,

otherwise, the construction is trivial.
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Base case: ¢ = p where p € AP

We have S,w, k = p iff p € ok.
Assume S = (Qs,ts,As, Fs).

We construct the Biichi automaton:
.Ag =(Q,,AF)
where:

¢ Q=Qsx{0,1}
e t=(1s,0) (second component arbitrary)
o« A= {((q,@),a, (¢,0))](q,0,¢) e Asand ¢/ =1 <= p¢€ 0}

o FF=Fsx{0,1}

The output function is given by ~,((g,8) = 6.

The automaton tracks S in the first component and stores in the second component whether
p holds.
Negation: ¢ = -
Assume we have constructed:
AS = (Qus ty, Ay, Fy)

with output function vy, : Qy — {0,1}. We have S,w, k |= — iff S,w, k [~ 1.

We construct:
qup = (Qd)? b A'@Z)? F’l,b)

with output function v-,(q) =1 —v(q).

The automaton is identical to .AS; only the output function is flipped.
Conjunction: ¢ = 11 A ¥y

Assume we have constructed:

AS = (Q1,01, A1, Fy) with 4y, 1 Q1 — {0,1}
./482 = (QQ, L9, AQ,FQ) with Yapy - QQ — {0, 1}
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We have S, w, k =11 Ay iff S,w, k =1 and S,w, k |= 1s.

We first construct the generalized Biichi automaton
A=(Q,t,A,F)
where:

e Q=0Q1xQo
o 1 =1(t1,12)
o A={((q1,92),0,(d},d5)) | (q1,0.d}) € A1 and (g2,0,45) € Ao}

o F={F1xQ2 Q1 x I}

The output function is given by v((q1,¢2)) = Y, (q1) A Ve (q2).

We then convert this GBA to a standard Biichi automaton to obtain Ail Atba> extending

the output function accordingly during the conversion to obtain 7y, g, -

Strict since: ¢ = ST,

Assume we have constructed

ASi - (sz Li, Ai? FZ)
with output maps vy, : Q; — {0,1} for i € {1,2}.
We construct a generalized Biichi automaton
A=(Q,t,A,F)

where:

. Q = Ql X QQ X {’l/ﬁ/Lt,O, 1}
o 1= (11,12, init)
+ A contains ((q1,¢2,0),0,(q1,45,0")) if (q1,0,q1) € A1, (g2,0,95) € Ao, and
0 if 6 = init
0'={1 it 6 e{0,1} and (yy,(g2) =1 or (3, (@) = 1 and 6 = 1))

0 otherwise

Intuition. After reading oy, the component states ¢q; and gs correspond to position k

(as in the base-case construction), and 6 € {0,1} stores the truth value of ;ST at
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position k. At the very first step, strict since is always false (no previous position), so we

force ' = 0 when 0 = init.

For subsequent steps, the update implements the following recurrence:

S,w,k+1 = ;ST = (S,w,k: = 1/)2) or (S,w,k: =1 and S,w,k = ¢1S+w2)

Acceptance condition. The acceptance condition only has to ensure that the compo-

nents for ¥; and 19 are accepting on their own:

F={FxQyx{0,1}, Q1 x F; x {0,1} }

Output map. Accordingly, we define the output map by:

0 if 0 = init
9 if6e{0,1}

Y((q1,92,0)) =

Finally, we transform the GBA A into an ordinary Biichi automaton to obtain Aiﬁ*lﬂz’

and we accordingly adjust v to obtain v, s+, as required.

Strict until: ¢ = ;UT,

Assume we have constructed

ASZ- = (QZ? L, Ai? FZ)
with output maps vy, : Q; — {0,1} for i € {1,2}.
Similarly to strict since, we construct a generalized Biichi automaton

A=(Q,t,A,F)

where:

o Q=Q1 xQyx {init,0,1}
o 1= (11,12, init)
o A contains ((q1,92,0),0,(¢},d5.0)) if (q1,0,¢)) € A1, (q2,0,¢,) € Ag, and the
following hold:
- 0 e{0,1}
- 0e{0,1} = (=1 <= y,(¢h) =1or (v4,(¢) =1 and ¢ =1))
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Intuition. The transition constraints implement the one-step unfolding of strict until. A
positive guess 0 = 1 claims that s will occur at some strictly future position and that
11 holds until then (starting from the next position). As long as 13 does not hold, the
automaton must therefore preserve § = 1 and require ¢ to hold at the next position. A
negative guess 8 = 0 claims that no such future position exists. Such a guess may persist

as long as 1 does not occur, but it is refuted as soon as 15 holds at the next position.

Formally, the transition constraints enforce the following semantic recurrence:

S,w, k = pUTehy <= (S,w,k‘—i-l ):@bg) or (S,w,k:—i—l = ¢ and S, w, k+1 ):1/11U+1/12)

Acceptance condition. The acceptance condition has to ensure that positive guesses
cannot remain unresolved forever. In particular, an accepting run cannot stay in states
with # = 1 infinitely often without eventually visiting a position where )9 holds. Therefore,
every accepting run resolves each positive guess by a strictly future io-position. This is

achieved using

F={FixQx{0,1}, Q1 x F» x {0,1}, {(q1,42,0) | # = 0 or 7y,(g2) = 1} }.

Output map. Accordingly, we define the output map by:

0 if @ = init
0 if6e{0,1}

Y((q1,q2,0)) =

Finally, we obtain the required Ailw e and the adjusted vy, y+y, transforming A into a

Biichi automaton.

Knowledge monitor:

A knowledge monitor does not observe the actual events of the system, but only the partial
observations available to a given agent. As a consequence, after each observation, the
monitor cannot determine a single current system state. Instead, it maintains a belief set
consisting of all system states that are consistent with the observations seen so far. As the
observation sequence grows, this belief set is updated accordingly. The monitor evaluates
a property by checking whether it holds in all states of the current belief set. In this way,
the monitor can determine when a property is known to hold and when it cannot yet be

concluded from the available observations.

Assume we have constructed
S
A = (Qps tpy Ay, Fp)

with output function v, : Q, — {0,1}.
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B
g
.
T

Figure 2.1: Belief update and representative state transition.

Without loss of generality, we assume that Ai is productive, that is, for every state ¢
reachable from ¢y, there is an accepting ¢g-run. Otherwise, .Ag can be replaced by an
equivalent productive automaton obtained by removing all states from which there is no

accepting run.

Given a € Ag, we construct a (S, ¢)-knowledge monitor for a, a DFA ICg’a over Y,, as
K3 =(Q,1,6,F)

where:

Q = 29 (belief states)

v= {1}
¢ is defined by

§(B,o)={d € Q, | Jdge B:3r€%: (¢,7,q) € Ay and o = 0bsa(7) }

(illustrated in Figure 2.1)

F={Be29% |VYqge B:y,(q) =1}

Correctness of monitor. We have to show that, for all u € Obs,(S),

(u) e F <=  S,ul=, . (2.1)

Key invariant (belief semantics). For every u € X%,

5*(L,u):{q€Q<p ’ Jv e ¥*: u ~, vand 22)
7 a finite run of .Ai over v with m(|v]) = ¢ } .

Proof of (2.2). We proceed by induction on k = |u|.
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Base u =¢. (C) We have 6*(¢,u) = {i,}. Taking v = ¢ yields u ~, v. Moreover, the

trivial run m = ¢, is a finite run over v with 7(0) = ¢,.

(2) Conversely, let ¢ belong to the right-hand side of (2.2). The unique v such that u ~g, v

is v = €. Over ¢, the only finite run is the trivial run m = ¢, hence ¢ = 7(0) = ¢,,.
Step u — uo. Let uw € ¥% and 0 € ¥,. Let k = |ul.

(C) Let ¢ € 6*(¢,uo). By definition of the belief update, there exist ¢ € §*(¢,u) and a
letter 7 € X such that
o = 0bse(7) and (q,7,q) € A,.

By the induction hypothesis for u, there exist v € ¥* with u ~, v and a finite run 7 over v
such that (k) = ¢. Let 7 be obtained from # by appending the transition ¢ — ¢’. Then, 7
is a finite run over v7 and satisfies w(k + 1) = ¢’. Moreover, from u ~, v and o = 0bs,(7),

we get uo ~, v7. Hence ¢’ belongs to the right-hand side.

(D) Conversely, assume ¢’ € @, belongs to the right-hand side for uo. Then, there
exist v = 711...7 € X* and 7 € ¥ with uo ~, v7 and a finite run 7 over vr such that
w(k+1) = ¢. From uo ~, v7, it follows that u ~, v, and the prefix of 7 up to position k is
a finite run over v reaching w(k). By the induction hypothesis, this implies w(k) € 6*(¢, u).
Moreover, 7(k) = ¢’ is a transition of A, and o = 0bs,(7). Hence, by the definition of

the belief update, we obtain ¢’ € §* (¢, uo).

This establishes (2.2) for all u € ¥F. O
Let u € Obs,(S) and let k = |u|. We show (2.1).

Let By, = 0*(¢,u).

(=) Assume B, € F. By definition of F, this means
Vg € By: v,(q) = 1.

Let w € L(S) with obsq(w<k) = u. Fix any accepting run m of Ag over w and set ¢ = (k).
Then, the prefix of m up to time k is a finite run over w<j, reaching g. Since obs,(w<) = u,
by invariant (2.2) we have ¢ € By, hence 7,(q) = 1. By correctness of the inductive
construction for ¢, this implies S,w,k = ¢. Since w was arbitrary among executions

compatible with u, we conclude S,u =, ¢.

(<) Assume S,u =, ¢. We show that B, € F, i.e.,
Vg € By: 7,(q) = 1.

So fix an arbitrary ¢ € B,. By the invariant (2.2), there exist a word v € ¥* with
0bsq(v) = u and a finite run 7 of Ag over v such that m(k) = ¢. Since Ag is productive,
the finite run 7 can be extended to an accepting infinite run 7’ of Ai. Let w = trace(n’).
Then w € L(Ag) = L(S) and w< = v, hence 0bs,(w<y) = u.
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From S,u =, ¢ and obs,(w<y) = u, it follows by definition of =, that S,w,k = ¢. By

correctness of the inductive construction for ¢, this implies v,(q) = 1.
Since ¢ € B,, was arbitrary, we conclude that B, € F.

This proves (2.1) and hence the correctness of the monitor.

Knowledge operator: ¢ = K,y

Assume we have constructed the (S, v)-knowledge monitor ICi’a = (Qx,tx, 0, Fxc). We
construct the product of lCi’a with § = (@Qs, ts, As, Fs):

A‘zaw = (Q,L,A,F)
where:
¢ Q=Qx xQs=2%xQs

o 1= (xc,ts)

o A contains the triples ((B, q), o, (B’,¢")) such that i (B, 0bs,(c)) = B"and (q,0,¢') €
As

o = Qx x Fs (acceptance determined by S component)
The output function is defined as follows:

1 if B € Fg

Yaw (B, q)) = .
0 otherwise

Clearly, as acceptance is determined entirely by the second component, this ensures
L(AR,,) = L(S).

Correctness of the output map. We show that for every word w = o109 ... € L(S),
every accepting run

(Bo,q0) = (B1,q1) =2 (B2, q2) = -+

of Aﬁaw over w, and every k € N>1, we have
Yo (Brsqr)) =1 <= S,w,k = Kuth.
By construction of A, the first component is updated according to
By, = 0 (i, 0bsq(w<y)),

since at step ¢ the monitor reads exactly the observation letter 0bs,(o;).
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(=) Assume Yk, ((Bk, qr)) = 1. Then By, € Fic by definition of vk . Let u = obs,(w<y),
which is contained in Obs,(S). By the correctness of the knowledge-monitor construction,
u € L(Ki’a) implies

S,u =4 .

By Proposition 2.18, we obtain S, w, k = Kg1.

(<) Assume S,w, k = Ky, Let u = obs,(w<g). By Proposition 2.18, we have S, u =, 1.
By correctness of the monitor construction, this implies u € L(lCi’a), hence 0 (v, u) € Fi.
Using By, = 0-(tc, u), we obtain By, € Fi, and therefore vk, ((Bk, qx)) = 1.

This concludes the proof of correctness of the output map for all £ € N>q.

Altogether, we have shown Theorems 2.21 and 2.23.

Solving the model-checking problem

We now show how the model-checking problem can be solved using a transducer. Recall
from Definition 2.19 that, given a Biichi automaton S = (Q, ¢, A, F') and an LTL™ formula
¢, the model-checking problem asks whether S |= ¢, that is, whether S, w, 1 |= ¢ holds for
every w € L(S).

Theorem 2.24 (Decidability of model checking)

The model-checking problem is decidable.

Proof. We reduce model checking to the emptiness problem for Biichi automata. From &

and ¢, we construct the (S, )-transducer A‘g with output map ..

Recall that a run of .Ag has the form gy 25 q1 2% g2 =2 ---. The state g is the initial
state (before reading the word), and ¢; corresponds to the first letter o;. By correctness of

the transducer construction, for every accepting run = over w € L(S) we have
790(7[-(1)) =1 — S7w7 1 ’: ©-
Hence, we have the following equivalences:

SEp <<= YwelL(S):SwllEyp
— —Jwel(S):SwllEye

<= —3J accepting run 7 of .Ai such that y,(m(1)) =0

Thus, model checking reduces to checking whether Ag admits an accepting run whose state

q at position 1 satisfies 7,(¢g) = 0. This is an emptiness problem for Biichi automata, which
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can be solved using standard graph-theoretic algorithms for finding reachable accepting

cycles. ([l

Note (Complexity)

Model checking for LTL (without knowledge operators) is PSPACE-complete. In
contrast, extending LTL with epistemic operators such as K, leads, in general, to
a non-elementary complexity blow-up. This increase is caused by the construction
of the knowledge monitor, which relies on a belief-state construction under perfect

recall and induces an iterated powerset blow-up.

2.6 Related Work and Further Reading

Epistemic temporal logics under synchronous perfect recall have been studied extensively.
Early decidability and complexity results were obtained by van der Meyden and Shilov,
who identified a non-elementary blow-up inherent to reasoning about agents’ information
sets [12].

In more recent work, Bozzelli, Maubert, and Murano gave a precise complexity analysis in
terms of the alternation depth of epistemic operators [3]. Cohen and Lomuscio studied
past-time epistemic temporal logics under synchronous perfect recall and showed that,
while the general problem is non-elementary, substantially better bounds can be obtained

for restricted syntactic fragments [5].

Finkbeiner and Siber established decidability of the logic considered in these lecture notes
via translations to first-order formalisms for hyperproperties [8]. They also considered

additional operators, such as counterfactuals, that go beyond the logic treated here.

For background on epistemic logic and the semantics of knowledge, we refer to the textbook

by Fagin, Halpern, Moses, and Vardi, Reasoning about Knowledge [7].
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Diagnosability, Opacity, Monitoring

This chapter illustrates how epistemic temporal logic can be used to formalize and analyze
classical runtime-verification properties. We focus on diagnosability and related notions,
which capture whether agents can infer the occurrence or absence of faults from partial
observations. Thanks to the epistemic perspective, these properties can be expressed
uniformly as logical formulas. However, it should be noted that this uniform logical
formulation does not, in general, yield optimal complexity bounds for checking these

properties.

3.1 Diagnosability

While classical definitions of (co-)diagnosability are phrased in terms of explicit comparisons
of observation projections (e.g., [11,13]), the epistemic formulation captures the same
requirement at the semantic level, expressing directly that an agent can infer the absence

of an error after a bounded delay.

3.1.1 Positive and Negative Diagnosability

In the following, the prefix P refers to positive diagnosability, while N refers to negative

diagnosability.

Definition 3.1 (P- and N-diagnosability)

Let S be a Biichi automaton over X, a € Ag be an agent, e € AP\ AP, be an error
proposition, and D € N be a maximal delay. We say that S is

o D-P-diagnosable (wrt. a and e) if
Sk G(e - XDKaPe),
o D-N-diagnosable (wrt. a and e) if

Sk XDG(Hﬂe = KaYDHﬂe>.

31
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We say that S is P-diagnosable (N-diagnosable) if there is D € N such that it is
P-diagnosable (N-diagnosable, respectively).

Finally, we call S unbounded-P-diagnosable (wrt. a and e) if

Sk G(e = FKaPe).

Intuitively, positive diagnosability means that whenever an error occurs, agent a knows
within D steps that an error has occurred in the past. In unbounded P-diagnosability, no

bound is imposed on the delay before such detection.

Dually, negative diagnosability means that after an initial delay of D time steps, whenever
the system has remained fault-free, agent a can conclude that the system was fault-free up

to D steps in the past.

Example 3.2 (Positive- and negative-diagnosability)

We revisit Example 1.1, where AP = {p,r,e}, a € Ag is the agent in question, and e

is the unobservable error proposition.

Consider again four Biichi automata S1—S4 such that:

L(S1) = {p}* + {p}"{p. e H{pH{r}"
L(S2) = {p}* + {p}"{p, e}{p}*
L(S3) = {p}* + {p} " {eH{p}*

L(Ss) = {p}* + {p}"{p, eHp}"{r}*

Then, the following hold:

e & is both 2-P-diagnosable and 2-N-diagnosable.
e & is neither P-diagnosable nor N-diagnosable.
e 83 is both 0-P-diagnosable and 0-N-diagnosable.

e S, is neither P-diagnosable nor N-diagnosable; however, it is unbounded-P-

diagnosable.

It is not a coincidence that positive- and negative-diagnosability coincide on this example. In
fact, the two notions are equivalent, reflecting the duality between detecting the occurrence

and the absence of errors under partial observation.
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Proposition 3.3

Fix D € N. Let S be a system and fix an agent and an error proposition. Then,

S is D-P-diagnosable <= S is D-N-diagnosable.

Proof. Fix D € N. Let
(Pp) SE G<e - XDKaPe> (Np) Sk XDG(Hﬂe = KaYDHﬁe>.
We show (Pp)= (Np) and (Np)=(Pp).

(Pp)=(Np). Assume (Pp). We prove (Np), i.e. we show that for all w € L(S) and all
positions k > 1,

S,w,k+D =H-e = S,w,k+D = K,YPHe.
So fix w € L(S) and k > 1 with S,w,k+D = H=e. Let w' € L(S) with (w,k+D) ~,
(w', k+D). Tt suffices to prove S,w’, k+D |= YPH=e, equivalently S,w’, k = H—e.
Suppose towards a contradiction that S,w’,k = H—=e. Then S,w’, k = Pe, so choose j
with 1 < j < k such that S,w’, j = e. By (Pp) applied to w’ at time j,

S,w',j+D | K,Pe.

Since (w,k+D) ~q (w',k+D) means obs,(w<k+p) = o0bsq(wly p), by truncation we
obtain obs.(w<j+p) = obsa(we; p), i.e. (w,j+D) ~q (w',j+D). By the semantics of
knowledge, this yields

S,w, j+D = Pe.

As j+D < k+D, it follows that S, w, k+D |= Pe, contradicting S, w, k+D = H-e = —Pe.

Hence S, w', k = H—e, as required. Therefore S, w, k+D = K,YPH=e, proving (Np).

(Np)= (Pp). Assume (Np). We prove (Pp), i.e. for all w € L(S) and all & > 1,
S,wkEe = S, w,k+D E K,Pe.

So fix w € L(S) and k > 1 with S,w, k | e. Let w’ € L(S) with (w,k+D) ~, (v, k+D).

We show S, w', k+D = Pe.

Suppose towards a contradiction that S, w’, k+D [~ Pe. Then S,w’, k+D = H-e. Apply
(Np) to w' at time k:
S,w', k+D = K,YPH-e.
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Since (w, k+D) ~, (W', k+D), the semantics of knowledge yields
S,w,k+D = YPH=e,

ie. S,w, k = H-e, contradicting S, w, k = e. Hence S,w’, k+D = Pe.

Since w’ was arbitrary, S, w, k+D | K,Pe. Thus (Pp) holds. O

Exercise 3.4 (Four alternative definitions of diagnosability)

Let S be a system, a € Ag be an agent, and e € AP \ AP, be an unobservable error
proposition. Fix a delay bound D € N.

Consider the following alternative candidate formulas for diagnosability:
o1 = G(e — XPK,YP Pe)
0p = G(Hﬁe = XDKaYDHﬁe)
03 = XPG (Hﬁe - YDKaHﬂe)

oy = G(Hﬂe - XDKaHﬂe>

Give an informal interpretation of each formula and explain why neither formula
captures diagnosability as we had defined it before. Which of them are “reasonable”

definitions.

Hint: You may use {p,e}{p}* + {pHp, e}{p}* to separate certain formulas.

We conclude this section by considering the algorithmic complexity of diagnosability
problems. Although the definitions are given in terms of epistemic temporal formulas, the
corresponding decision problems can be solved efficiently on finite-state systems. We will

exemplify this for D-P-diagnosability.

Fix a (system) Biichi automaton & = (Q,¢, A, F'), an agent a € Ag, an error proposition
e € AP\ AP,, and a bound D € N. We say that a word u = 01...0, € ¥* is faulty if
there exists i € {1,...,n} such that e € ;. If u is not faulty, it is called fault-free.

The algorithm is based on the following characterization of D-P-diagnosability:

Proposition 3.5 (Characterization of bounded P-diagnosability)

The following statements are equivalent:

is not D-P-diagnosable (wrt. a and e), i.e. e — oPe).
1) S D-P-d bl d SFEG XPK,P
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(2) There exist two words w,w’ € L(S) and a position k& > 1 such that we have
(i) S,w, k e, (i) wiy, p is fault-free, and (iii) 0bsq(w<k+p) = 0bsa(wy, p)-

Proof. We show (1) & (2).

(1) = (2): Assume
S £ G(e — XPK,Pe).

Then there exist w € L(S) and a position k£ > 1 such that
S,w,kl=e and S,w,k+ D [~ K,Pe.
According to the semantics of K, there exists w’ € L(S) such that
0bsq(w<psp) = 0bsa(wiy, p) and S,w',k+ D £ Pe.

The latter implies that w’gk +p is fault-free. Thus w,w’ and k satisfy the requirements
in (2).

(2) = (1): Assume that there exist w,w’ € L(S) and k > 1 such that S,w,k [ e, the
prefix wl, , , is fault-free, and obs,(w<ip) = 0bsa(wly, p). Since wly , p is fault-free,
we have

S,w',k + D |~ Pe.

Moreover, 0bsq(w<k+p) = 0bsq(wly, p) means that (w,k + D) ~, (w',k + D). Hence, by
the semantics of knowledge,
S,w, k+ D [~ K,Pe.

Together with S, w, k |= e, this shows that
S £ G(e = XPK,Pe),

i.e. § is not D-P-diagnosable. O

Theorem 3.6 (Deciding bounded P-diagnosability in polynomial time)

The following problem can be decided in polynomial time:

Given a Biichi automaton S over 3, D € N (encoded in unary), a € Ag, and an

unobservable error proposition e, is S D-P-diagnosable (wrt. a and e)?
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Exercise 3.7

Prove Theorem 3.6 using Proposition 3.5.

Note (On unbounded-P-diagnosability)

Unbounded-P-diagnosability is not a standard notion in the classical diagnosis lit-
erature, but it arises naturally in the logical formulation. Unlike P-diagnosability,
it does not guarantee a uniform bound on the delay until detection and therefore

provides weaker runtime guarantees.

In finite-state systems modeled as Kripke structures (or, equivalently, automata where
all states are accepting), unbounded-P-diagnosability and P-diagnosability coincide:
eventual detection implies detection within a uniform bound. This fact underlies the

classical diagnosability algorithms.

In contrast, in the more general setting of Biichi automata, acceptance conditions
may rule out infinite indistinguishability without imposing a uniform bound. As a

result, unbounded-P-diagnosability and P-diagnosability no longer coincide.

Note (General error properties)

Finally, we note that most of the diagnosability literature focuses on a distinguished
fault action or fault proposition. In contrast, the epistemic-logic framework allows
error events to be specified by arbitrary temporal formulas, so that one can reason

about more general classes of faulty behaviors.

3.1.2 Diagnosers and Knowledge Monitors

In classical diagnosis, one often starts with an abstract definition of a diagnoser as a

function that maps finite observation sequences to diagnosis decisions.

Definition 3.8 (Diagnoser)

Let S be a Biichi automaton, let a € Ag be an agent, let e € AP\ AP, be an
unobservable error proposition, and let D € N. A D-P-diagnoser for S (wrt. a and

e) is a function

f:3 = 10,1}

such that the following conditions hold:
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1. (Detection) For all faulty v € ¥t and all v € ¥* such that |[v|] = D and
uv € Preft(L(S)), we have f(obs,(uv)) = 1.

2. (No false alarms) For all fault-free u € Pref*(L(S)), we have f(obsy(u)) = 0.

The first condition means that on every execution prefix u in which a fault has already
occurred, the diagnoser outputs 1 after D further steps. Note that since the condition
holds for all faulty prefixes, detection persists at all later times. The second condition

forbids false positives.

We now relate this classical notion to knowledge monitors.

Proposition 3.9 (Knowledge monitors as diagnosers)

Let S be a Biichi automaton, let a € Ag, let e € AP\ AP,, and let D € N. If S is
D-P-diagnosable (wrt. a and e), then the function f = [[IC‘;?]] is a D-P-diagnoser
for S.

Recall that K‘géa is an (S, Pe)-knowledge monitor and that f satisfies, for all u €
Obsq(S):
1 if S,u =, Pe

0 otherwise

flu) =

Proof. We show the two properties of a D-P-diagnoser.

No false alarms. Let u € PrefT(L(S)) be fault-free. Then S, o0bs,(u) %, Pe, hence
f(obsq(u)) = 0.

Detection. Let u be faulty and let v with |v| = D such that uv € Pref ™ (L(S)). Choose w €
L(S) extending uv and let k < |u| with S,w, k |= e. By D-P-diagnosability, S, w, k+D =
KoPe. Since k+D < |uv|, it follows that S, obs,(uv) =, Pe. By correctness of the

knowledge monitor, f(obsq(uv)) = 1.

Thus f satisfies both conditions of a D-P-diagnoser. O

Exercise 3.10

Consider running IC‘S’EG and ICg’a, where ¢ = YPH—e, in parallel on the same obser-

vation stream.

1. Describe the possible combinations of verdicts and interpret them epistemi-

cally. When can a specific combination happen (can the two diagnosers accept
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simultaneously)?

2. Explain why this yields a three-valued diagnosis semantics.

3.1.3 Decentralized Diagnosis

We now turn to a decentralized setting, where several agents observe the system indepen-
dently and no single agent has access to all observations. In this context, diagnosability
requires that the occurrence or absence of an error can be inferred by at least one agent,
based solely on its own observations. This leads to the notions of positive and negative

codiagnosability.

Definition 3.11 (P- and N-codiagnosability)

Let S be a Biichi automaton, e € AP \ |J
D € N. We say that S is

acAg AP, be an error proposition, and

o D-P-codiagnosable (wrt. e) if

S ):G<6—>XD \/ KaPe),

a€Ag
o D-N-codiagnosable (wrt. e) if

Sk XDG(H—-e Y KQYDH—@).

a€Ag

Accordingly, we call S P-codiagnosable (N-codiagnosable) if there is D € N such that
it is D-P-codiagnosable (D-N-codiagnosable, respectively).

Unlike in the one-agent case, the two decentralized versions of diagnosability are incompa-

rable:

Example 3.12 (P- and N-codiagnosability are incomparable)

Let Ag = {a1,a2}, AP = {pi1,p2,e}, AP, = {p1}, and AP,, = {p2}. In particular,

e is the unobservable error proposition.
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[ System execution stream from S ]

o

0bsa, (0) 0b3as (0) 0bsa, (o)

EalEa

[ Diagnosis verdict ]

Figure 3.1: Decentralized diagnosis via local knowledge monitors (positive case). Each
global event o is locally filtered into o0bs,, (o) and processed by the corresponding monitor.

Consider Biichi automata S1, So, and S3 such that:

L(&1) = 0*{e;({p1} + {p2})0*
L(S2) = ({p1} + {pa2} + {e})0*
L(S3) = ({eH{p1H{pa} + {p2H{p1 )O”

Then,

e §; is 1-P-codiagnosable but not N-codiagnosable,
e &y is 0-N-codiagnosable but not P-codiagnosable,
e &S is neither P-codiagnosable nor N-codiagnosable.
Note that S3 would be P-diagnosable with respect to an agent that can observe both

p1 and po, since the order in which these propositions are observed allows the agent

to infer whether an error has occurred.

Knowledge monitors as decentralized diagnosers. In the decentralized setting,
each agent a receives the local view obsy(o) of every global event o and runs its own
monitor. Figure 3.1 illustrates this architecture for the positive case: the global stream is
projected to each agent, processed by a local (S, Pe)-knowledge monitor, and the individual

verdicts are aggregated by disjunction.

Formally, for each agent a € Ag we consider an (S, Pe)-knowledge monitor for a, and



3.2. Bibliographic Notes 40

we regard the decentralized diagnoser as the collection of these local monitors together
with the rule that a diagnosis is produced as soon as at least one monitor accepts. This

operational view corresponds to the disjunctive knowledge condition \/ KqPe used in

a€Ag
the definition of P-codiagnosability.

3.2 Bibliographic Notes

The notion of diagnosability for discrete-event systems was introduced by Sampath et
al. [11], who defined what is now commonly referred to as F-diagnosability. In our logical
framework, this notion corresponds to P-diagnosability and requires that the occurrence
of an unobservable fault can be inferred after a bounded delay. The complementary
perspective, sometimes called NF-diagnosability and focusing on the inference of fault
absence, was studied later by Wang, Yoo, and Lafortune [13], who showed that the two

notions are equivalent in the centralized setting.

Diagnosability in decentralized architectures was investigated by Debouk, Lafortune, and
Teneketzis [6], leading to the notion of codiagnosability, where at least one agent must
be able to make a correct diagnosis. In contrast to the centralized case, the equivalence
between positive and negative diagnosability does not extend to decentralized settings,

where positive and negative codiagnosability are incomparable.

Polynomial-time decision procedures for diagnosability and codiagnosability were estab-

lished in the above works.
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