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A Mathematical Framework for the Investigation
of Testing

JOHN S. GOURLAY, MEMBER, [EEE

Abstract—Testing has long been in need of mathematical underpin-
nings to explain its value as well as its limitations, This paper develops
and applies a mathematical framework that 1) unifies previous work on
the subject, 2) provides a mechanism for comparing the power of
methods of testing programs based on the degree to which the methods
approximate program verification, and 3) provides a reasonable and
useful interpretation of the notion that successful tests increase one’s
confidence in the program’s correctness,

Applications of the framework include confirmation of a number of
common assumptions about practical testing methods. Among the
assumptions confirmed is the need for generating tests from specifica-
tions as well as programs. On the other hand, a careful formal analysis
of the usual assumptions surrounding mutation analysis shows that the
“competent programmer hypothesis” does not suffice to ensure the
claimed high reliability of mutation testing, Hardware testing is shown
to fit into the framework as well, and a brief consideration of it shows
how the practical differences between it and software testing arise.

Index Terms—Hardware testing, mutation analysis, path analysis,
software reliability, software testing, specifications, testing theory.

[. INTRODUCTION

RACTICALLY every person who has written a computer
Pprogram has felt the need to test it before feeling confi-
dent that it works. Even people who have devoted their lives
to the study of formal verification of programs will admit that
testing is an extremely valuable practical activity. At the same
time, however, very little is known about testing from a theo-
retical point of view. There is no agreement upon definitions
of even such basic terms as “error” and “test.” More complex
concepts, such as the power of a particular test or of testing
in general, can only be discussed by appeals to intuition. In
the world of practicing programmers, we see millions of dollars
spent annually on testing. It is seen as an indispensable part of
computer program development. In the world of the theoreti-
cian, however, there seems to be nothing to indicate why, or
even if, the money is well spent. The gulf between these two
worlds represents a significant challenge to computer science.

The goal of practical program verification is to be able to
prove all-programs correct before they are put into use. Were
this goal attained, testing would become an obsolete activity.
It seems, however, to be as elusive as ever, and so we conclude
that testing will be with us for some time to come. Even tak-
ing an extremely optimistic view, that verification could largely
make testing obsolete in 15 or 20 years, any improvements in
testing during the interim would still be quite valuable,

A general theoretical framework for testing would ideally do
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a number of things. Practically speaking, testing cannot hope
to settle the correctness problem unequivocally (for essentially
the same reason that no algorithm exists for verifying pro-
grams.) It is this limitation that has in the past relegated test-
ing to a low position in the priorities of theoreticians. Any
theory of testing, therefore, must provide a more useful crite-
rion for judging testing than whether or not it is capable of
verification.  Such a criterion should, nevertheless, retain
verification as an ideal limiting case, because it is the need for
program correctness that motivates testing after all. The crite-
rion for judging testing would ideally provide a way of com-
paring methods of testing with each other. Some approaches
to testing are obviously better than others, and a useful theory
of testing should confirm the obvious relationships, and provide
a principle for deciding less obvious ones,

A second issue appropriately addressed by testing theory is
that of program reliability. In a mathematical sense, programs
are either right or wrong, and it makes little sense to talk
about the reliability of a program as if it were capable of
developing faults like a piece of hardware, Programs usually
have undiscovered errors, however, so the idea of reliability
has an intuitive appeal. It seems related to the frequent, but
poorly understood, assertion that a successful test increases
one’s confidence in the correctness of a program. It seems
reasonable to hope that a definition of the power of a method
of testing might coincide with the degree of confidence im-
parted by a successful test.

Attempts have already been made at gaining a better theo-
retical understanding of testing. As we will see in Section [11,
however, these prior attempts have been limited in a number
of ways, among them that they are conceptually different
enough that they apparently cannot draw from or criticize one
another,

Perhaps it goes without saying that a new theoretical frame-
work for testing should generalize this previous work on the
subject.  One would also hope that an unambiguous measure
of relative power of methods of testing would suggest improved
methods. One might also expect that a formal approach would
show that some of the intuitive conceptions about testing are
wrong.

[t is the purpose of this paper to describe a new theoretical
framework for testing that makes progress toward these goals.
Section II develops the framework, including definitions that
relate verification and testing and the relative powers of meth-
ods of testing. Section III shows how previous work, both
theoretical and applied, fits into this framework. Important
theoretical works are shown to be special cases of the new
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framework (Sections A.l through A.3), and the framework
is shown to satisfy some previously articulated needs (Section
A.4). Many of the common conceptions about the power of
various practical testing methods are confirmed, but one, the
implication of mutation testing’s “competent programmer
hypothesis,” is shown to be false (Sections B.1 through B.3).
One of the conceptions confirmed by the framework is the
importance of finding greater use for specifications of pro-
grams in the generation of test data. The last part of Section
III takes up this subject, looking briefly at hardware testing,
an improvement on mutation testing that uses formal specifi-
cations, and a few methods for deriving test data directly from
specifications.

II. THEORETICAL FRAMEWORK

Anticipating very briefly the topic of Section III, we observe
that there are three points of interest in the development of
testing theory, the works of Goodenough and Gerhart, Howden,
and Geller. While the major papers by these investigators
appear chronologically in that order, they do not seem at first
to form a logical progression. Goodenough and Gerhart pro-
pose, in effect, that methods of testing should be accepted or
rejected based on whether or not they are capable of establish-
ing program correctness. Howden quickly shows that their
proposal is not a feasible one, because no computable methods
of testing can establish correctness. Rather than generalizing
their work, however, he abandons their framework and creates
his own’without exploring the relation between the two, He
does, however, intimate that testing methods may be compared
in terms of the degree to which they are (imperfectly) capable
of program verification. Geller takes a different approach,
resurrecting Goodenough and Gerhart’s goal by attempting to
use the results of tests to simplify correctness proofs. Again,
there is no attempt to relate the proliferating theoretical
frameworks.

Other problems also exist with these attempts at theory,
Among them is that Geller’s work, while theoretically impor-
tant, is informal and difficult to generalize. Also, as we will
see, Goodenough and Gerhart’s mathematics is troublesome.

The purpose of the work described here, therefore, is to syn-
thesize these three points of view. The first section defines the
scope of the problem and provides a great deal of the vocabu-
lary needed later. The second section introduces and justifies
a conception of the power of testing methods that is similar to
Howden’s. The third section exercises some of the formal
properties of the framework and is an aside with respect to the
remainder of the paper,

A. Scope and Definitions

To motivate this theoretical discussion of testing let us begin
with the following idealization of the programming process.
First, a customer somehow specifies what is needed. Second,
a programmer takes the specification and attempts to write a
program to meet it. Third, the programmer or another person
takes both the program and the specification, and, based on
these, selects a test to be performed on the program, Finally,
the test is performed and the results are compared with the
specification. Failure of the test indicates that the program is
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wrong and needs to be rewritten. Success of the test is taken
to mean that the program is ready for use.

In practice, a specification is never initially complete enough
to allow a programmer to walk away with it and write a pro-
gram in isolation. In fact, programmers expect to return fre-
quently to the customer to clarify ambiguities. The fact that
the specification is composed in parallel with the program is
not important, however, because the end result is the same,
namely that a specification is chosen and a program is written
that purports to satisfy it.

Similarly, testing often goes on in parallel with programming,.
This also presents no conflict with the idealization, because
the testing of components of the final program can be looked
upon as the testing of individual programs with respect to their
own separate specifications.

One important simplification of the real world does exist in
this idealization, however. A typical test could comprise
several runs of the program on various data. The assumption
that the testing can be completed implies that each test run of
the program can be completed in a reasonable amount of time.
We cannot argue that there is no test in the world that does
not terminate. What we must assume is that no tester will
deliberately set himself an infinitely long list of tests, and that
part of every specification is (perhaps implicitly) a perfor-
mance criterion that will allow the tester to decide whether
or not a given test has run too long and has therefore failed.

The ability to complete the testing also implies that the
success or failure of a test can be decided. We will accept this,
observing that (at least in the obvious case of a test being a run
of the program on a particular input) it should be easier to
establish the correctness of a test than of the program as a
whole,

It is our purpose to concentrate on the selection of tests and
on the interpretation of the results of tests. For this reason we
will not worry about where programs and specifications come
from. We will assume that we are simply given one of each
and that the specification is correct in the sense that there is
no other arbiter of the correctness of the program. The pro-
gram is correct if and only if it satisfies the specification.

It is evident, then, that the theory of testing must be able to
deal with the relationships between three sets of abstract ob-
jects: programs, specifications, and tests. The set of all pro-
grams will be denoted by , the set of all specifications by §,
and the set of all tests by J. p and g will denote programs,
elements of % r and s will denote specifications, elements
of &, and 7 and u will denote tests, elements of . Uppercase
letters will denote subsets of ? §, and T, so, for example,
pPEPC?

The correctness of a program p with respect to a specifica-
tion 5 will be denoted by p corr s. Clearly, corr C P X §. We
will also have use for another predicate, ok CIXPXS.
ok(z, p, s) will be written as either p ok(7) s or p ok, s and will
mean that test # performed on program p is judged successful
by specification s.

In order for such a collection of sets and predicates to be a
legitimate model of testing we need to know that if a program
is correct with respect to a given specification, then no tests of
that program will ever fail with respect to the specification.
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In other words, we need to know that p corr s = p ok, s. Thus,
we have the following.

Definition I1.A-1: A testing system is a collection <% §, T,
corr, ok> where % §, and J are arbitrary sets, corr C #X 8,
ok CTX PX 8, and Vp Vs Vi(p corrs=p ok, s). L]

As is usual in the context of programming language seman-
tics, the term ““function’ will refer to partial functions unless
otherwise qualified.

Example I1.A-1: A simple but abstract example will illus-
trate the idea of a testing system.

Let %, 8;, T, all be the integers. Let corr; be equality and
ok;(¢) be equivalence modulo ¢ If p corr; s we know by
definition that p =s. From this it certainly follows that p =
mod ¢ and by definition p ok, (¢#) 5. Hence this is a testing sys-
tem. In this example, equivalence modulo ¢ is serving as an
imperfect test for equality, u

Example I1.A-2: For a more realistic example, pick up arbi-
trary set D, and let %, be the set of flowchart programs that
define functions on D. Let §, be the set of predicate calculus
formulas that define binary relations on D, and let T, be the
subsets of D, For a program p € %, and a specification s €8§,,
let int(p) and int(s) denote the actual function and relation
defined by them (their interpretations). Now let

pcorry s+ int(p) Cint(s)
p ok () s = int(p)|, C int(s)

Whereflr is a function f restricted to the set ¢.

This is a testing system, because if p corr, s we know that
int(p) Cint(s). Also, every restriction of int(p) is a subset of
int(p). As a result, every restriction of int(p) is a subset of
int(s). Hence, p corry s = p ok, () s for every ¢.

Three implications of these definitions are worth noting.
First, the kind of correctness defined here is partial correctness.
Under the usual interpretation of programs, int(p) is defined
on a particular datum d if and only if p halts on d. p corry s
says, therefore, that when p halts, its input-output pair must
be ins. It does not say that p must halt for any input.

Second, a specification s might be multiply defined for some
d €D. In other words, we might find (d,d") Esand (d,d"") €
where d' #d". In this case, 5 is a “loose” specification in the
sense that two programs that produce different outputs on d
(namely d" and d"') can both satisfy s.

A third complementary possibility is for s to be undefined
for some d € D. Mathematically, we are saying that we might
find that'there is no d’ such that (¢,d") €s. In this case, any
program p that produces an output on d fails to satisfy s, be-
cause (d, p(d)) ¢s. The only programs that can satisfy this
kind of specification are those that produce no output whatso-
ever ond, in other words programs that do not halt on inputd.
Of course, it is doubtful that one would ever write such a
specification deliberately, but the possibility should be borne
in mind. u

Example I1.A-3: Let 3 be the functions over D, $; be the
binary relations over D, and J3 be the subsets of D. Let

p corrz § = p Cs A dom(p) = dom(s), and
p oks(t) s < p|, Cs Adom(p/[,) = dom(s|,)
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where dom(f) is the domain of f. If p corry s, then dom(p) =
dom(s), so for any ¢ we have dom(p],) = dom(s’,). Because
we also know that plr C s from the previous example, we con-
clude that p ok;(f) s.

This testing system is an abstraction of the previous one in
the sense that programs have been identified with the func-
tions they define, and specifications have been identified with
the relations they define. It differs also from the previous one
in that this testing system corresponds to total correctness of
programs. If the specification is defined for a particular 4 €D,
then so must be the program. In other words, the program
must terminate on d. The only way a program can fail to
terminate for a particular d and still meet its specification
is for the specification to be undefined on d. L]

Example I[.A-4: Let %, and §, both be the set of linear
functions over the integers. Let J, be the set of all subsets
of the integers. Let

pcorry S = p =g, and
poky(t) s = VYn(n €t =p(n)=s(n)).

This is easily seen to be a special case of Example II.A-3 in
which (among other things) the programs and specifications
are both sets of total functions. u

[t is possible to construct complex testing systems from
simpler ones in a variety of ways. Two such ways are impor-
tant throughout this work, and are given in the following two
theorems.

Definition I1.A-2: Given a testing system <%, §, 7, corr,
ok>, we will call the new system <%, §, I, corr, ok"> a set
construction, where ' is the set of all subsets of 7, and where

pokys = Vi(t €T =p ok, s).

Recall that 7' denotes a subset of J, and therefore denotes an
element of ' .

Theorem I[.A-1: <%, §, T, corr, ok'>, a set construction
on a testing system <%, §, J, corr, ok>, is itself a testing
system.

Proof: ok’ certainly has the correct domains, so all that
needs to be shown is that p corr s = p oky 5. Suppose p corr s.
By assumption, the original system is a testing system, so we
know that for every 7, p ok, s. Certainly, therefore, if we pick
a T we know that for every t €T, p ok, s. Hence,p okps. ®

The interpretation of the set construction is the situation in
which test consists of a number of trials of some sort, and
success of the test as a whole depends on success of all the
trials. This is the rule in testing practice, where the tester must
run the program on a variety of data, and where failure of any
one run is enough to invalidate the program. The underlying,
simple testing system in this case is the one in which tests are
single runs of the-program.

Definition I[.A-3: Given a testing system <9, §, 9, corr,
ok>, we will call the new system < % §, T', corr, ok'> a choice
construction, where J' is the set of subsets of J excluding the
empty set, and

p okys < 3t(tET Ap ok, s). m
Theorem I1.A-2: <8, 8, J', corr, ok'>, a choice construc-

.
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tion on a testing system <& &, J, corr, ok>, is itself a testing
system. |

Proof: As before, all that needs to be shown is thatp corr s
=p oky 5. Suppose p corr 5. Then, for every ¢, p ok, s. Now,
if we pick a T # ¢, we know that there is a ¢ in it for which
p ok, s. Thus, we can say

YT(T # ¢ = 3t(:t €T Ap ok, 5)), and
YT(T # ¢ = p ok s). u

The empty set must be excluded from J' in the choice con-
struction, because if it were not, we would have
pcorrs=pokys
= 3r(t ¢ Ap ok, s),
which is clearly false, violating the definition of a testing
system. )

The choice construction is one that also occurs regularly in
practice. It models the situation in which a tester is given a
number of alternative ways of testing the program, all of
which are assumed to be equivalent. The tester must choose
one of the alternatives, possibly at random. Since we have no
way of knowing in advance which alternative will be chosen,
we must assume the worst, that if the program can appear
correct under any one of the alternatives, then it must be
considered correct under the whole collection of alternatives.
In statement testing, which will be considered in detail later,
the tester, is instructed to run the program a number of times
in such a way that all the statements of the program will be
executed at least once. For a particular statement, it does not
matter which of the many inputs is chosen that causes it to be
executed. It is implicit in the definition of statement testing
that all of the choices are equivalent, so if the data differ
somehow in their ability to detect errors, we must accept the
weakest as the measure of the group.

Example I1.A-5: 1t is possible to perform the choice con-
struction on top of the set construction. It should be clear
that Example II.A-1 already can be interpreted as a set con-
struction. Performing a choice construction on it produces the
testing system <%, §;, T, corry, ok} >, where T} includes
all the sets of subsets of D except ¢, the set of no subsets of D.
Note that {¢}, the set containing the empty subset of D is
included. ok; is defined easily by

poki(T)s = At(t €T Ap ok, (t) 5)
= 31(r €T Aint(p)|, C int(s)). L]

Now, with some idea of what testing systems are like, we are
ready to consider the process of choosing tests. In the ideali-
zation of the programming process, the tester chooses a test
based on the program and specification he is given,

From here on, we will work implicitly within the testing
system <%, 8, T, corr, ok>, unless, of course, we explicitly
mention another.

Definition [I.A-4: A test method is a function

M FXS-T.

In other words, M takes a program and a specification and

generates a test. u
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Definition II.A-5: p ok s will abbreviate p okpy(p 5 8. In
other words, p ok, 5 is true if and only if p ok; s is true,
where = M(p, s), the test generated by M for p and s. n

Example I1.A-6: Two possible test methods in the testing
system of Example I1.A-4 are

zErRO(p, s) = {0}, and
ZEROONE(p, 5) = {0, 1}.

These test methods will be used in later examples to illustrate
the difference between test methods that are capable of verifi-
cation and those that are not. These are both constant test
methods, that is, the test chosen does not depend on the choice
of p or 5. p okzero s holds whenever p(0) = s(0).
p okzeroone s holds whenever p(0) = s(0) and p(1)
=5(1). Note that in this system okzeroone = corr,
because a linear function is determined by its values at
two points.

Example I1.A-7: If we restrict the testing system of Example
II.LA-3 so that % §, and T are the positive integers, a possible
test method is max, the integer maximum function. p okp,, §
holds whenever p is equivalent to s modulo max(p, s). Note
that in this example also, ok,,, = corr, because the modulus
is always chosen so that equivalence implies equality. Unlike
the previous example, however, there is no single test that will
always establish correctness. The success of max as a test
method depends on the fact that it varies with p and s. u

B. Power of Test Methods

Of immediate concern to a tester is what test method to use,
or what test methods are better than others. An obvious and
simple definition of what it means for M to be at least as good
as N is that whenever NV finds an error, so does M. More
specifically, if a program tests incorrectly under &V, it will also
test incorrectly under M, with respect to the same specifica-
tion, There is no particular reason why we should insist that
M should use the same tests as V; we only need to know that
some error is exposed by M whenever any error is exposed by
. This notion of power of test methods is formalized in the
following definition. The rest of this section is devoted pri-
marily to justifying the definition.

Definition I1.B-1: Given two test methods M and N, we say
that M has power greater than or equal to N (denoted M = N)!
if

¥p Vs(p ok s = p oky 5). "

While the simplicity of this definition is appealing, there are
other competing notions of the power of test methods that
deserve consideration. They all turn out to be equivalent to
this definition, giving us additional confidence that this is the
right definition. They are also important in terms of earlier
work in program testing theory, and their development pro-
vides an opportunity to develop the new formalism more
fully.

't follows directly from the form of its definition that the power
relation is a preorder and that the use of the **>" sign is warranted.
A preorder is a reflexive and transitive binary relation; that is, L = M A
Mz2N=L>N. Notethat M=NAN=M+M=N.
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We begin by formalizing the idea of reliability. Intuitively,
a test method M works reliably for p and s if we can rely on
the results of the test that it suggests, #=M(p,s). If p is cor-
rect with respect to s, then any test will say so, hence our only
interest is in the results of tests when the program is incorrect.
In this case, when p is incorrect with respect to s, the results
of ¢ must demonstrate this fact, otherwise M clearly cannot
be relied upon for the particular program and specification in
question. What we have said, then, is that for M to be reliable
for p and 5, we must know that ~(p corr s) = ~(p ok, $), or
in the contrapositive, p oky; s =p corr 5. Thus, we have the
following.

Definition II.B-2.

p rely; s < (p okyy s = p corrs)
and generalizing to sets of programs and sets of specifications,
Prelyys=Vp(pEP=prely s)
prely S Vs‘(s ES=prelys)
and
Prelyy S = Vp Vs(p EPAsES =prely 9).

A test method M is reliable for a set of programs P and a set
of specifications § if we can infer the correctness of any pro-
gram in P with respect to any specification in S by the results
of the tests given by M. u

Example I1.B-1: In any testing system and for any test
method M, any set of programs P, and any set of specifications
8,

Prelyr ¢
¢ rely S
and
P rely & = okyy = corr,

We can think of a test method M for which ok, = corr as one
that is capable of verification. L]

Example II.B-2: Returning to the testing system of linear
functions (Examples IL.A-4 and II.A-6), let C,, be the set of
funtions with slope m. We can observe that

Cy, relzero Gy, , but

~(Ci telzeroCy)  for m #n.

The former is true, because any two linear functions with the
same slope that agree at zero must be identical. On the other
hand, among functions of two different slopes, two can be
found that intersect at zero. Since they take the same value
at zero, testing both at zero gives the same result, when, in fact,
they are different functions.

In the same testing system, we can also see that

~(Prelzero &), but

P relzeroone S. n

The relability relation is a characterization of a test method
that is entirely independent of any algorithms embodied in the
method, and of the actual tests selected by the method. Any
two test methods that have exactly the same reliability relation
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are functionally identical. There is no reason to choose one
over the other except, perhaps, for speed. For this reason, the
relation seems to be an ideal basis for comparing the reliability
or power of test methods. The most powerful test method
imaginable would be one that performs reliably under all con-
ditions, i.e., one that performs verification. Such a test method,
as we have seen in Example IL.B-1, also has the largest imagin-
able reliably tested sets, # and 8. This suggests that a measure
of the power of a test method should be the size of the sets in
its reliability relation.
Definition II.B-3:

msy (P) = U{S|P rely S}
mpyy (S) = U{PlP rely ST

The function msy, takes sets of programs to sets of specifica-
tions, denoting the maximum reliably tested set of specifica-
tions for M and P. mpy, is an analogous function from sets of
specifications to sets of programs. n

The proof that msy; (P) and mpy; (S) are reliably tested sets
will be postponed. Note, however, that if we know msyz (P),
we know all the sets of specifications reliably tested with
respect to P. By Theorem IL.B-1, these are simply all the sub-
sets of msy; (P). Then, knowledge of msy; and mpy; captures
all the information about the sizes of the reliably tested sets
for M.

Thus, a reasonable alternative to our original definition of M
being at least as powerful as V seems to be

VP (msy (P) 2 msy (P)).

With a bit more formalism we can show that this and several
other similar formulations are equivalent to M > .

Here and elsewhere we will be dealing with an arbitrary test
method M in an arbitrary testing system. Just as we omit
reference to the testing system, we will omit the M subscripts
on relations and functions when no ambiguity results. Also,
here and in subsequent theorems, proofs of the dual versions
of the theorems will be omitted. We will only prove the first
assertion of each theorem,

Going back to the nature of ms and mp, we have the follow-

ing.
Theorem [.B-1:
Vi(Prel §;) = Prel U{S;}, and
Vi(P; rel §) <= U{P;} rel S.
Proof:
Vi(Prel §;) =
ViVs(sES; =Prels) =
Vs(s EU{S;}=Prels) =
PrelU{S,}. "
Theorem [1.B-2:

A

P relyp msy; (P)

and msy; (P) is the unique largest such set of specifications.
n‘1pM (S)relys S

and mpy, (S) is the unique férgest such set of programs.
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Proof:  The fact that P relys msy, (P) follows from Theorem
I1.B-1. The fact that it is largest follows from its construction:
if Prely; S, then § C U{S}P rely S}, hence S C msy; (P). =

An alternative characterization of these maximum reliably
tested sets is probably easier to comprehend.
Theorem I1.B-3:

ms(P) = {s]P rel s}

mp(S) = {plp rel S }.
Proof:

ms(P) =

u{s lP rel S} D

U{{s} |P rel {s}} =

{s|P rel s}.

At the same time, however,

P rel ms(P)=

Vs(s € ms(P) = Prels) =
ms(P) C {s|P rel s}. L]

Example [1.B-3: For every testing system and every test
method M, the following are true:

msyr (@) = &
mpyy (9) = 9. ™

rel, ms, and mp are surprisingly interesting and complex just
from a mathematical point of view. This topic will be taken
up at some length in the next section, but a taste is given by
the following theorem, one which is necessary for the more

practical discussion here.
Theorem II.B-4:

ms(U{P}) = N {ms(P)}
mp(U{S,}) = N {mp(S)}.
Proof:
N {ms (P} =
{s| vi(s €ms(Py)} =
by Theorem (II.B-3)
{s| Vi(s € {r| P;rel r})} =
{s[ Vi(P; rel 5)} =
(by Theorem IL.B-1)
{sl U{P;} rel s} =
(by Theorem II.B-3)
ms(U{P;}). ]

An immediate corollary of this theorem is that P2 Q=
ms(P) € ms(Q). This is because ms(P) = ms(P U Q) = ms(P) N
ms(Q) € ms(Q).

If we interchange the unions and intersections in the theo-
rem, we get assertions that are not true. Ths unexpected result
is taken up in the next section.
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What we have conjectured is that it is the size of the ms and
mp sets that define the power of test methods. More specifi-
cally, we would like to say that M being more powerful than
& means that msys (P) is bigger than msy (P) for all P, and the
dual, that mpy, (S) is bigger than mpy (S) for all S. This seems
reasonable, because we are insisting that for M to be more
powerful than N, M must be reliable for all the programs and
specifications that &V is, and more, in all contexts.

It is not yet clear that power in this sense is well defined,
and there are still other competing definitions of power. The
following theorem deals with both these problems at the same
time by showing the equivalence of several possible definitions
of “M has power greater than or equal to N.” The first two
assertions are the dual forms of the conjecture made above.
The third and fourth assertions are that power should be mea-
sured by the sizes of the maximum reliably tested sets relative
to singleton sets only. These, as we will see in the next section,
derive from assumptions made by Howden [12]. The last
assertion, of course, is that M is at least as powerful as & in
the original sense of Definition II.B-1.

Theorem II.B-5: The following are equivalent:

(1) VP(msy (P) 2 msy (P))

(2) ¥S(mpy(S) 2 mpy (S))

(3) Yp(msp ({p}) 2 msy ({p})
(4) ¥s(mpar ({s}H) 2 mpy ({s}))
(5) M=N.

Proof: To see that (1)=(3), note that (3) is just the
restriction of (1) to singleton sets of programs.
To show (3) = (1), pick any P. Then

msy; (P) =
(by Thgorem I1.B-4)
N{msy ({p})| p €P} D
N{msy ({p})| p €P} =
msy (P)
To show (3) = (5),
ve(msy ({p}) 2 msy ({p})) =
(by Theorem I1.B-3)
Vp({s|p rely s} 2 {s| p rely s}) =
Vp Vs(prely s =prely s) =
Vp Vs((p oky s = p corrs) = (p oky 5= p corr 5)).

Now, consider just the formula under the quantifiers. Be-
cause of the properties of the underlying testing system, if
p corr s, then the whole formula is true. If ~(p corrs), then
~(p oky s)=~(p oky s5). Either case is equivalent to
p okys 8= p ok s.

The proofs that (2) < (4) < (5) are analogous. m

It is the force of the equivalences proved above that allows
us to make Definition II.B-1 with confidence.
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Now we give three theorems that relate the abstract concept
of power to particular properties of test methods in set and
choice constructions,

Theorem I.B-6: Given a testing system <% § J', corr,
ok'> which is a set construction from <% §. T, corr, ok>,
and given two test methods M and &V in the set construction,
then

Vo Vs(M(p,s) DN(p,s))=M=N.

Proof: Pick p and s arbitrarily. Then

p okyr s =

Vi(tEM(p,s)=pok,s)=

Vi(tEN(p,s)=pok,s) =

p oky s. "

This theorem is no surprise, saying, roughly, the more data
the better. This is an intuitive idea that is confined nicely by

the theory.

Example I1.B-4: ZEROONE 2 zERO. This follows immedi-
ately from the above theorem and is consistent with our other
observations about these test methods in Section I L

Theorem II.B-7: Given a testing system <%, §, J', corr,
ok'> which is a choice construction from < ? 8, 7, corr, ok>,
and given two test methods M, NV: $ X § =T in the choice
construction, then

Vo Vs(M(p,s) CN(p,s))=M=N.
Proof: Pick p and s arbitrarily. Then
p ok s <

At(rEM(p,s) Ap ok, s)=

A1t EN(p,s) Ap ok, 5) &

p oky s.

This theorem may, at first, seem anomalous, because the test
set containment seems to be going the wrong way. The the-
orem states that we do not lose, and perhaps gain power by
reducing the size of the set of choices. This is reasonable,
however, in the light of the interpretation of a set of choices.
There is no way to know which choice will be taken, so we
must assume the worst. Deleting choices, therefore, cannot
hurt and may make things better by removing the worst
choices.

Theorem [1.B-8: Given a testing system <92 § T", corr,
ok”> which is a choice construction from <@, 8, 37, corr,
ok'>, which, in turn, is a set construction from <® 8, 7, cor,
ok>, and given two test methods M, N: $X § =T then

Vp Vs(VT(T €M(p,s) = IU(UEN(p,s) AUCT))
=M=2N

Proof: Pick p and s arbitrarily. Then

p okyr s &

AT(TEM(p,s) Ap ok s) =

AT(TeM(p,s) NVt (t €T =p ok, 5)).
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Now, by assumption, we can find a UEN(p, s) such that
UCT,so

IUUEN(p,s) AVuu€eU=p ok, 5)) =
JU(UEN(p, sy Ap ok s) <
poky s. "

This theorem shows features of both the two preceding
theorems. In the choice construction on top of the set con-
struction, the output of a test method is a set of sets of ele-
mentary tests. For a high order test like this to succeed, at
least one of the sets of tests in it, say T, must succeed. In
order for T to succeed, all of the elementary tests in T must
succeed. Reflecting this alternation of quantifiers, M is more
powerful than & if the output of M contains fewer choices
than the output of ¥, and if the individual choices of M con-
tain more tests than the choices of V.

The construction described in Theorem I1.B-8 will be used
often enough in the next section to deserve a name and fixed
notation.

Definition IL.B-4: A set-choice construction testing system
<% 8,3", corr, ok"> is a choice construction on <9, 8, 7,
corr, ok'> which, in turn, is a set construction on <P 8 7
corr, ok >, =

C. Results of Theoretical Interest

This section lists a number of interesting properties of the
relations between 9 and § induced by a test method M. It
ends with another equivalent formulation of the power of test
methods.

As was mentioned earlier, it is tempting to interchange the
unjons and intersections of Theorem I.B-4. What we get is
containment in one direction, but not in the other.

Theorem I1.C-1:

ms(N{P;}) 2 U{ms(P)}

mp(N{S;}) D U{mp(S)}.

Proof:

sEms(P) =

Pirels =

Vo(p EP;=prels)=>

Vo(p €EN{P;} =prels) =

N{P;}rels =

s €ms(N{P;}). -

The theorem should be strictly construed, because examples
can be found in which the containment is proper. Example
IL.C-1, an extended example of many of the ideas of this sec-
tion, will show that the containment can be proper even for
the intersection of a descending chain.

Definition II.C-1:

XPpyr = Mpyr © msyy

XSpr = msy O mpyy.
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We call xp(P) the expansion of the set of programs P and we  and
obtain its value by first finding the maximum set of specifica-

tions related to P, ms(P), and then finding the maximum set of Mg Oxp =
programs related to this, mp(ms(#)). xs(S) is defined analo- ms O mp O ms =
gously to be the expansion of the set of specifications S. . o e =
The next two theorems will justify the interpretations of REEE
these functions as expansions. s, u
h 11.C-2:
- Thearem g Definition I.C-2:
' xp(P)DP
‘ P2 P31 = xpw (P)| P 9}
i S)DS. .
= Sk = (xsu ()] S € 8.
[ —— These are the sets of all expansions of sets of programs and
' xp(P) = of specifications, respectively. — L]
mp(ms(P)) = Theorem [1.C-5:
P> =
U{Q| 0 rel ms(P)}. {mp(S)|Sg5}
X -
We know that &% = {ms(P)' PCH)
Prel ms(P) = Proof: Forany S,
PC U{Q| Q rel ms(P)}. mp(S) = xp(mp(S))-
Thus LERs
PCxp(P). . mp(S) EP*, and
X
Theorem [1.C-3: P% 2 {mp(SH}.
Xp O mp = mp Forany P,
X
X8 Oms = ms. xp(F) €%, and
Proof: By Theorem I1.C-2, we know xp(F) = mp(ms(F)) € {mp(S)}.
xp(mp(S)) D mp(S). HleTE;
?* c ; -
On the other hand, a corollary to Theorem I1.B-4 tells us that < {mp($)}
Theorem II.C-6: Restricted to #* and 8, mp and ms are
S CR = mp(S) 2 mp(R). total, one-to-one, and onto, ms=mp~', and xp and xs are
Thus, both the identity function.
5 Proof: ms and mp are total and onto by Theorem II.C-5.
S5 C xs(5) To show ms is one-to-one, pick P, Q €9*, and suppose
mp(S) 2 mp(xs(S)) = ms(P) = ms(Q). There must be some P' such that xp(P') =P,
and some Q' such that xp(Q') = 0, so we know that
mp(S) D mp(ms(mp(S))) = ¢ p(@)=0
i ms(xp(P")) = ms(xp(Q")) =
f (S 2 xp(m(S)). . OeE)TmerE@)
; mp(ms(xp(F))) = mp(ms(xp(Q))) =
i Theorem 11.C-4. . ,
xp(xp(P')) = xp(xp(Q')) =
f Xp OXp = Xxp / ’
§ xp(®') = xp(Q') =
X8 O X8 = X8 P=0.
= ms O Xp =ms To show that ms=mp™!, pick PEFPY, and let P=xp(P').
mp © xs = mp. Then,
Proof: These follow easily from Theorem I1.C-3. For mp(ms(P)) =
mstance, xp(xp(P')) _
xpoxp= XP(P’):
XpOmpoms= P
TIPS = Since ms=mp~', xs=ms Omp =mp O ms = xp = the identity

Xp function., m

I,
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It may be tempting, at first glance, go guess that rel is also
one-to-one and onto restricted to ¥ and &%, Note, however,
that if P rel S, P rel R for any R C §. Since, in general, there
will be comparable sets in?* and 8", rel is not functional.

Theorem IL.C-7: xs and xp are monotonic and <*, C>
and <8, C> are complete lattices.

Proof:

Pco=

ms(P) 2 ms(Q) =
mp(ms(P)) C mp(ms(Q)) =
xp(P) C xp(Q).

Thus, xp is monotonic, and since its domain is a complete
lattice (the subsets of ® ordered by set containment) its range,
P* is also u complete lattice. m

It is tempting to guess that xp and xs are continuous, but
this is not true, because of the inequality of Theorem II.C-1.

Example IL.C-1: This example is based on a testing system
<9 8, 9, corr, ok> in which ? and § are the linear functions
over the real numbers, and tests are sets of real numbers. corr
is equality of functions, and ok, is interpreted as in a choice
construction, namely, p ok, s = 3x(x €¢ Ap(x)=s(x)). Let
M be the constant method that always returns the full set of
reals. It is interpreted as suggesting one test on any one of the
real numbers:

ms(P) =

{S|Pre] s} =

{s| vo(p EP=prels}=

{s| vp(p EP=(p ok s=pcorrs))} =

{s| vp(p €P= (Ax(p(x)=s(x) =p=9))} =
{s| vp(p €P=Vx(p(x) #s(x)) VP =5)}.

Having Vx(p(x) #s(x))Vp =s hold is equivalent to saying
that p and s have the same slope, or that they are parallel. We
will write this asp || 5. Thus,

ms(P) = {s|vp(p EP=p || 5)}.
Analogously,
mp(S) = {p|Vs(s ES =5l p)}.

Note that all the functions in ms(P) must be parallel to each
other and to all the functions in P. With this we can character-
ize the values of ms as follows. First, as with any test method,

ms(¢) = 4.
If P is not empty and all the elements of P are parallel
ms(P) = {S] sl P}
otherwise
ms(P) = ¢.
Finally,
ms(?) = .
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Since the testing system is completely symmetric, mp takes
exactly the same values as ms. Thus,

xp(¢) = ¢.

If P is not empty and all the elements of P are parallel

xp(P)={q|q Il P}

otherwise
xp(P)=2.

Finally,
xp(P) =2

If C,,, denotes the set of linear functions of slope m, we have
P =8§={p}U{Cy | m is a real number} U {P}.

This example illustrates the inequality of Theorem II.C-1,
because if m # n, then

ms(C,, N C,) =ms(p) =3
but
ms(Cp,) Ums(C,)=C,,, UC, C3.

We can even construct a decreasing chain Py D P; D - - for
which the containment is proper. Letfy, fa, - be a series of
distinct linear functions of slope 1. Let

P,=Co U {fi|i=i} :
Then
ms(MN{2;}) =ms(Cy) =Cy

but forall i

ms(P;) = ¢;
hence
U{ms(P)}=¢
and '
1115(”{13,:}) D U{ms(Py)}. .

P¥ and §* and the relation between them form a kind of
skeleton of the original testing system, in the sense that the
original system can be reconstructed from it. It is not surpris-
ing, therefore, that the power relation between test methods
can be expressed entirely in terms of the expanded sets of
programs and specifications. The exact expression, however,
is complicated by the fact that the two test methods each
induce their own distinct sets of expanded sets. One suitable
formulation follows.

Theorem [1.C-8:

MZN < VPP EPF = msy (P) D msy (P)).
Proof:
Vp(msy; (P) 2 msy (P)) =

Yp (P EPx = msy (P) D msy (P)).

If we assume M = NV, we have
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To go the other direction, pick an arbitrary P. Then
msy (P) =
msy (xpy (P)) €

(by the hypothesis)

msyy (xpy (F)) €
(because xpy (P) 2 P)

msyy (P). u

III. REINTERPRETATION OF PREVIOUS WORK

Prior work relating to the theory of testing has been incon-
sistent in its definitions, notation, and choice of problems.
The theoretical framework of Section II developed from an
attempt to synthesize the divergent work already present in
the literature, and this section shows how that work can be
put on a common foundation.

The topics considered are put into three categories, general
theory (Section III-A), testing based solely on programs
(Section T11-B), and testing taking specifications into consider-
ation (Section I1I-C). In the first section, the works of Good-
enough and Gerhart, Howden, and Geller are shown to be
special cases of the framework of Section II. The framework
is shown to satisfy Weyuker and Ostrand’s criticism of Good-
enough and Gerhart’s original mathematics, and it is compared
with a similar mathematical structure developed by Kennaway
and Hoare for dealing with the semantics of nondeterministic
programs.

The second part of this section moves to more practical
matters. It shows that most of the usual suppositions about
the power of the various path testing methods and of muta-
tion analysis are correct. It also shows that mutation analysis’s
“competent programmer hypothesis™ is not the key to reliabil-
ity that it is believed to be.

Finally, the third section takes up the topic of test data
selected on the basis of specifications. Mentioned are a
specification dependent variation on mutation analysis, that
solves the problem just mentioned at the expense of an imple-
mented formal specification. Also mentioned in the fact that
hardware testing also fits into the theoretical framework, and
that it is typically specification dependent and program inde-
pendent. The section is closed by a discussion of a few long
range projects to bring formal specifications into routine use
in program testing.

A. Theoretical Work

1) Goodenough and Gerhart: Goodenough and Gerhart [9]
were the first to grapple with the theoretical problems of
program testing. Their mathematics is problematic and has
received some amount of criticism. Nevertheless, their ideas
are very wide ranging and have been seminal.

To their credit, they counter the argument that testing can-
not show the absence of errors, and therefore is worthless.
Their argument, simply stated, is that a careful study of a test
method can reveal the class of errors detectable by the method.
If. when applied, the method fails to detect any errors. one
can conclude that all errors in the detectable class are absent.
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Having thus made testing a legitimate topic of theory, they
proceed through a large number of ideas about types of errors
and the choice and evaluation of test data, ideas that have
been echoed frequently since then,

Two specific topics of theirs form the basis of this paper.
The first, a mathematical framework for the evaluation of test
data, is reflected as a special case of the framework of Section
II. The frameworks are superficially quite different, but the
two investigations were motivated by the same problems. The
new framework, in fact, originated in an attempt to correct
some of the flaws in Goodenough and Gerhart’s presentations.
The second topic expanded upon in this paper is the impor-
tance of consulting specifications at the time of test selection.
Goodenough and Gerhart argue persuasively, but informally,
of its importance, and illustrate the process with an example
involving a decision table specification. In this paper, the
informal argument is made formal (in Section I1I-B). Their
example is systematized and generalized well beyond decision
tables elsewhere by Gourlay [8].

In their theoretical discussion, Goodenough and Gerhart
assume that a program is a total function, and a specification
is a binary relation with the same domain and range as the
program. If we let the domain of programs be D and the range
be D', then we can assume that underlying their work is a
testing system in which

9={p|p:D~D'}

§={s|scDXD'}
and

pcorrs = pCs.

It will develop that their testing system is a set-choice con-
struction (see Definition ILB-4) so we will use notation con-
sistent with that definition.

At the simplest level, a program p is tested by running it on
a single point d €D, and the result, p(d) is checked against
some specification s by seeing if (d, p(d)) €s. Thus, we have

J=D
p ok, s = (¢, p(t)) Es.
This is a testing system, because
p corr § =
pCs=
ve((t,p(1)) Es) =
Vi (p ok; ).

The specific goal of their theory is to be able to choose and
evaluate sets of test data, so they immediately introduce an
abbreviation for p ok, s that omits reference to both p and s.

Definition [I1LA.1-1:

ok(t) = p ok, s. L]

oK is implicitly parameterized by p and s, and so is really no
different than ok, the primitive of the testing system. Con-
ceptually what they have done, however, is fixed p and s once
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and for all, for the entire paper, The fixed p and s are inherited
by all the subsequent definitions, and so all of Goodenough
and Gerhart’s results are about testing a given single program
against a given single specification. Their notation inability,
more apparent than real, to deal with varying programs or
specifications is interpreted by Weyuker and Ostrand [18] asa
failure of the theoretical system, but perhaps it is fairer to
regard it as a limitation of the scope of their investigation.

Goodenough and Gerhart use the word “test” to refer to a
set of data. A test is “successful’ if the output of the program
is correct for every input in the test. In the terminology of the
previous section, they have moved to the set construction
<? §, 7', corr, ok'>. They define SUCCESSFUL to be the
exact analog of ok in the basic testing system.

Definition [{[.A.1-2:

successrUL(T) < p okr s. o
Recall that the definition of the set construction gives us

successrFUL(T) «=

Vi(t €T = pok,s) =

Vi(t €T = ok(?)).

The latter is the original form of the definition of SUCCESSFUL.

Goodenough and Gerhart’s next step is to move to the set-
choice construction <, §, ", corr, ok’ >. They introduce an
abstract version of what they call a “test data selection crite-
rion,” simply a test method M in the set-choice system:

M: P X§>T"

(We will not be specific about the nature of a “criterion” until
Definition III.A.1-6.) They introduce a predicate COMPLETE
to distinguish between sets of data that are and are not in the
image of M for an implicitly given p and s.

Definition [ILA.1-3:

comPLETE(T, M) = TEM(p,s).

A set T that satisfies coMPLETE(T, M) is said. to be a com-
plete test set for M. "

Their idea of testing, in its entirety, is to select a “complete”
test set arbitrarily (assuming that any complete test set is as
good as any other), and to run the program on each element of
the test set, checking that the output is correct in each case.
A set-choice construction is clearly the correct model for this.

With this groundwork laid, we can make the famous defini-
tions of reliability and validity.

The property “reliable,” not to be confused with the rel
relation of Section II, means “consistent” to Goodenough and
Gerhart. For a test method to be reliable, all of the *com-
plete’” test data sets must yield the same result. All of the data
sets must be successful, or all must be unsuccessful.

Definition IILA.1-4:

RELIABLE(M) <
YT YU(TEM(p,s) \UEM(p,s)=
(p ok s = p oky ).

Note that, as in the earlier definition, RELIABLE is implicitly
parameterized by p and s.
This is Goodenough and Gerhart’s original definition trans-
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literated into the notation of Section II. It is easy to see that
the following also apply:

RELIABLE(M ) =

VTI(TEM(p,s)=pokys)V~(pokrs)=

YI(TEM(p,s)=pokps)V
YT(TEM(p,s)=~(p okr s)).

The idea behind the definition of RELIABLE is that if it
holds, there is no reason to choose any one of the test data
sets in M(p, s) over any other They are all guaranteed to
deliver exactly the same information. In Section II, we have
taken a different attitude. Rather than insisting on consistency
of this sort, we simply declare that the information delivered
by the method is only as good as the worst possible case. Aside
from being mathematically simpler. this approach has the addi-
tional advantage that it does not automatically exclude useful
test methods from consideration simply because they are
inconsistent.

Continuing Goodenough and Gerhart’s train of thought
nevertheless, we find that they also consider whether or not a
test method is ever able to produce a useful result, even if it
is not consistent. A test method that can is called “valid.”

Definition IILA.1-5:

VALID(M) =
Vi(~(p ok, s) ® AT(TEM(p,s) A\ ~(p oky 5))). a

Again, this is a transliteration of Goodenough and Gerhart’s
original definition. Alternative formulations are:

VALID(M) <=
~(p corrs)=3IAT(TEM(p,s) A~(p ok s)) =
VYT(T €M(p,s)=p okys)=p corrs.

In other words, if the program is incorrect, one of the choices
of test data sets will show it. Equivalently, if the program
tests correctly against all the choices given by M, then the
program is correct,

If the choices presented by a test method M are reliable
(they all show errors or they all do not) and valid (at least
one choice shows an error if one is present), then certainly
an error, if present, will be shown by any randomly chosen
test data set from M.

Theorem IIL.A.1-1:

vALID(M) A RELIABLE(M) < p rely; s.
Proof:
VALID(M) A RELIABLE(M) <
(VT(TEM(p,s)=p okys)=pcorrs) A
(YT(T €M(p, s)=p ok 5) V ~(p okpy 5)) =
(~YT(TE€M(p,s)=p oky s) Vp corrs) A
(VT(T €EM(p,s)=p ok ) A~(p ok 5)) =
(distributing and cancelling)
p corr sV ~(p okyy 5) =

prelyr s. L
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A corollary to this theorem is Goodenough and Gerhart’s
original “fundamental theorem™:

VALID(M) A RELIABLE(M) A p okjy s = p corrs.

Thus, if a test method M can be shown to be both valid and
reliable for p and s, and if p tests correctly with respect to s
(using M), then p is correct.

Their conclusion is that theorists should endeavor to prove
various test methods valid and reliable for all programs and
specifications, thus promoting them to verification methods.
This approach is marred, first by the observation that no
computable test methods exist that are also valid and reliable
(see Section III-B.1). The all-or-nothing evaluation of test
methods certainly must give way to approach which respects
degrees of ability to do verification. This was the primary
motivation behind the work of Section II.

A second problem calls into the question the elegance of
refining the problem of test method evaluation into two
subproblems, those of validity and reliability. It turns out
that the two properties are not independent, and that disprov-
ing one proves the other. The following formal statement
of this fact originated with Weyuker and Ostrand [18].

Theorem II1.4.1-2:

vALID(M) V RELIABLE(M).

Proof:

vALID(M) V RELIABLE(M) <

(VI(TEM(p,s)=p ok 5) = p corr 5) V
(YT(T € M(p, 5)=p okr ) V ~(p okyy s)) <

~YT(TEM(p,s)=p okrs)Vp corrsV

H

VYI(TEM(p,s)=p okr s)V~(p oky s) =

true. -

Were the two properties independent, one might reasonably
look for approximations to perfect test methods by looking
for those that are valid but not reliable, or vice versa. Because
at least one of the properties must always hold, however, there
really is no middle ground, and the only interesting case is
when vaLiD and RELIABLE both hold. In practice, then,
there is only one property, VALID and RELIABLE conjoined,
It is probably because of this problem that validity and reli-
ability in Goodenough and Gerhart's sense have not been
investigated further, despite the frequent citations of their
work.

In the last section of their paper, Goodenough and Gerhart
investigate test data selection criteria, narrowly construed, as
those which specify test data sets indirectly by supplying a set
of unary predicates on the input set D. A test set is “‘com-
plete” if the data in the set together satisfy all the supplied
predicates. The situation they are trying to model is that of a
decision table specification of a program. The predicates sup-
plied by the criterion are the conditions of the decision table.
They argue that a program cannot have been “completely”
tested unless all the decision table conditions have been satis-
fied by at least one of the data used during the testing. We
will argue in Section IV that, intuitively, this is not a complete
test of the program. Nevertheless, the consequence of this
definition is interesting, so we will retain it for the moment.
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Definition IIIA.1-6: A test data selection criterion Cis a
function from programs and specifications into sets of unary
predicates on the domain of programs:

C:PX&§>T"

We will denote a predicate by ¢ for “condition,” rather than
the equivalent symbol 7, to distinguish the different roles.
t € ¢ will be written ¢(¢) for the same reason.

The test method M corresponding to a test data selection
criterion C is defined by

M(p,s)={T|Ye(cEC(p,s) =3t ETAc())}. .

This definition is actually somewhat simpler than Good-
enough and Gerhart’s original one, but it captures the spirit
of theirs and suffices for the following discussion. Their
original definition of the test method corresponding to a
criterion specifically excludes data satisfying none of the
conditions. Their exclusion provides a distinction between
the problems of proving reliability and validity, a technicality
that we will not maintain.

Goodenough and Gerhart ask what distribution of good and
bad test data corresponds to RELIABLE(M) in such a system,
The answer they give turns out to be incorrect, and it can be
corrected using their definitions, but a more appropriate ques-
tion to answer at this point is the nearly identical one of what
distribution of good and bad test data corresponds to p rel s.
To do this we need one more definition.

Definition IIL.A.1-7: Given a test data selection criterion ¢,
and a set of conditions B C C(p, ), let

EB)={t| Ve((c EB=c() N(c EC(p,s) - B=~c(t))}.

E(B) is the set of all inputs that satisfy all the predicates in
B and no others. |
The following theorem characterizes the reliability relation
in terms of the distribution of test data in the sets given by a
criterion. With minor changes, it can also suffice as a correc-
tion to Goodenough and Gerhart’s analogous theorem.
Theorem [I1.A.1-3:

prely s<
(~(p corrs) =
Jc(c€C(p,s)AVB(cEBABCC(p,5)=
Vi(t €E(B) = ~(p ok; ))))).

Proof: Assume the right-hand side is true. This can happen
trivially if p corr s, in which case p rely; s. If ~(p corr s), then
the assumption forces

Ac(c€C(p,s) N\YB(cEBABCC(p,s)=
Vi(t €E(B) = ~(p ok, 5))))

to hold. This asserts the existence of a particular element of
C(p, $), say cg, that has the given properties. Now pick any
T €M(p,s). We know from Definition II[.A.1-6 that

Ye(e €C(p,s) = 3t(t ET Ae(?))).

Therefore, we know that 31(t € T Acy(t)), and we can pick
a ty such that

to ET/\CD(tQ).
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Now, t, may satisfy predicates other than ¢, so let
By = {c| clte) e EC(p.9)}.

Certainly, By CC(p, 5), co €By, and £y € £(By). Thus, by
‘he original assumption that the right-hand side of the
‘heorem is true, we conclude that ~(p ok(#g) s). Since o €T,
wve also have ~(p ok s), and since T was arbitrarily chosen,
we have ~(p okjy s). Thus ~(p corr s)=~(p ok s), or
7 rely s, and the left direction (=) of the theorem is proved.

Assume now that the right-hand side of the theorem if false.
This means that ~(p corr s) and

Ve(c €C(p,s)=3B(c€BABCC(p,5) A
31t €E(B)A\p ok, s))).

This says that for every ¢ we can pick a set of predicates B,
and a piece of data f,, with the properties B, CC(p, 5),
»E€B,, t, €E(B.), and p ok(¢.) s. The definition of £ tells
us that ¢(¢,) for every ¢. For this reason, if we let

T={t,|c€C(p,5)}

we know that TEM(p, s). Since we also know that p ok(z) s
for every c, it follows that p ok s and that p okjr s. Finally,
» okjy s and ~(p corr 5) mean that ~(p rely §), and the right-
hand direction (=) of the theorem is proved. "

What this theorem says is that a necessary and sufficient
condition for reliability is the existence of a ¢ such that every
B containing it has £(B) consisting solely of failed tests (£'s
such that ~(p ok, s)). If this were true, we would define a
new test data selection criterion that supplied only the single
condition ¢g. The test method corresponding to this criterion
would reliably test p and s, because E({co}) under the new
criterion would be the union of all the £(B) from the original
criterion where B contains ¢g. The new method would also be
much simpler than the original one, because it would never
prescribe more than one piece of test data. Anticipating the
next section, however, we cannot hope to algorithmically
discover such a ¢o without finding a solution to the program
equivalence problem. Thus, what in principle is a powerful
test simplification theorem turns out to be impractical.

2) Howden: Two rather distinct goals are evident in the
work of Howden, both following directly in the footsteps of
Goodenough and Gerhart. First, he seeks ways of describing
and evaluating the effectiveness of test methods, and second,
he seeks ever better methods of selecting test data, with the
emphasis on consulting the specification in the selection
process.

[n “Reliability of the Path Analysis Testing Strategy” [12],
a paper that typifies the first goal, he introduces the term
“reliable” in the sense of Section II. His underlying testing
system is a set construction in which P is the set of programs
in some unspecified programming language, and & is the set
of computable functions. A test T is reliable for p and s if
p ok'rs=p corr 5. The definition of the rely; relation of
Section IT is a conscious generalization of this idea. from
individual tests to test methods, and from individual programs
and specifications to sets of programs and specifications. As
we saw in the previous section, reliability in Howden’s sense
and ours is the conjunction of reliability and validity in Good-

enough and Gerhart’s sense. Howden does not state this
explicitly, but he does admit his debt to Goodenough and
Gerhart for the term “reliable.”

Howden discusses Goodenough and Gerhart’s implicit goal,
which is to find a test method that satisfies both vALID and
RELIABLE for all programs and specifications. In the termi-
nology of Section II, the problem is to find an M such that
P rely,; S. a universally reliable test method. Such an M exists
in principle, because for any p and s such that ~(p corr5), we
can let M(p, 5) take a value ¢ where ~(p ok, ), and if p corr s,
we can let M(p, s) take any value whatsoever. The property
that every failure of correctness can be exposed by some test
is not inherent in the definition of a testing system. It is,
however, an appropriate one for practical purposes, because an
undetectable error may as well be disregarded.

Although universally reliable test methods exist in a mathe-
matical sense, they cannot be constructed in testing systems of
reasonable complexity. A natural testing system is one in
which ? and § are both the set of all programs in some general
purpose programming language. Correctness is program equiv-
alence. The standard assumption of testing theory (and prac-
tice) is that p ok, s is decidable. Given this, a universally reli-
able M must not be computable, because an algorithm to
decide p ok, s for every p and s would solve the program
equivalence problem.

Howden’s answer to the futility of finding a universally
reliable test method is to try to judge the extent to which
admittedly imperfect test methods are reliable. This he pro-
poses to do by discovering the classes of programs for which
a particular test method is reliable. This is precisely the prob-
lem of finding P for which P rely s for some fixed s. Implicit
in his discussion is the assumption that the bigger P can be the
stronger M is. This is made precise and shown to be justified
in Theorem II.B-5.

The remainder of the paper deals with path testing specifi-
cally, which will be discussed in a later section.

[n another paper, “Algebraic Program Testing” [11], Howden
pursues the goal of generating test data from a knowledge of
the program’s specification. Here, he generalizes his concept
of reliability almost to the fully general definition of Section
II. Working in a set-choice testing system in which #=§ = the
numeric functions, he describes a number of restricted classes
of functions for which reliable finite test methods exist. In
this work he generalizes reliability one step further, to be able
to talk about F, a set of functions, and M, such that F relys £
An example of the spirit, but not the complexity, of his results
is that F rely; F, where F is the set of polynomials and

M(p,s)= {Tl T contains | + max (deg(p), deg(s)) points}.

[n other words, if we can ascertain that both the program and
specification are polynomials of degree less than or equal to n,
then they can be reliably tested by comparing them on any set
of n + 1 points.

3) Geller: A natural next step from Howden’s work is
Geller’s work on proving programs correct with the aid of test
data [7]. As Howden shows, testing cannot be expected to do
the whole job for all programs and specifications. Geller sug-
gests, however, that testing and proving may complement each
other, and specifically, that the results of some carefully chosen
tests might simplify a program’s correctness proof. Lamport

S —
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[15] argues that the amount of work saved is insignificant, but
both Geller and Lamport come to their conclusions on the
basis of a single example, so the jury is still out.

The principle behind Geller's ideas is this. Given the knowl-
edge that P rely; S for some test method M, we can prove a
program p correct with respect to a specification s in two steps.
First, prove that p € P and s €S, and second, by actually run-
ning the program, show that p ok, 5.

The knowledge that P rely; S is part of what Geller calls the
“generalization assertion.” While Geller proves all his general-
ization assertions on the spot, he clearly intends that a collec-
tion of assertions of the form P rely; S be available to practi-
tioners. These could be gleaned from the sort of work done by
Howden on reliably testable sets of functions. The rest of the
generalization assertion is p €P and s €S. Because of the
presence of p and s in these assertions, these must be proved
anew with each application of the method. Conceptually,
these proofs demonstrate that a certain property holds for the
given program and specification. Geller's own examples in-
clude such properties as linearity and the absence of loops.

The knowledge that p ok, s is called the “test data asser-
tion,” and the desired consequence, that p corr s, is called the
“synthesized assertion.” The reason that the latter is not
simply called “correctness™ is that Geller proves his programs
section by section, using the synthesized assertions of the
sections as ordinary assertions in a Floyd-style correctness
praof of the whole program.

Geller’s method, although stated quite informally, is signifi-
cant, because it makes the final step in generalizing Howden’s
reliability to classes of specifications drawn from a universe §,
distinct from . Geller’s specifications are formulas in predi-
cate calculus, so he has stepped beyond Howden’s theorems
of the form F rely; F.

4) Weyuker and Ostrand: Weyuker and Ostrand [18] have
made the most thorough criticism of the work of Goodenough
and Gerhart. The testing theory of Section II was not designed
to answer Weyuker and Ostrand’s criticisms explicitly. Rather,
it was intended to unify the ideas of Goodenough and Gerhart,
Howden, and Geller. The important features of the theoretical
framework were already in place by the time Weyuker and
Ostrand’s paper appeared, so it is interesting to see it fares well
under Weyuker and Ostrand’s criticisn.

Of the four failings specifically identified by Weyuker and
Ostrand, the most evident, perhaps, is that the definitions of
validity and reliability are relative to a single program and a
single specification. Aswe have seen, a careful study of Good-
enough and Gerhart’s work shows that its real failing along
these lines is that it deals with all programs and all specifica-
tions at once. The theory of Section II follows Howden in
providing a way to talk about important classes of programs
and specifications, thus answering Weyuker and Ostrand’s
criticism directly.

A second criticism is really a symptom of the first, that
validity and reliability are not preserved throughout the de-
bugging process. Weyuker and Ostrand contend that the
validity and reliability of the test method in use must be
reestablished every time the program under development is
changed. In the theory of Section II, a test method is char-
acterized by its rel relation, which is independent of the given
specification and program. In principle, at least, the applica-
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bility of a test method is captured once and for all in its re]
relation and need not be computed as the program changes
during debugging. In practice the rel relation may not be fully
known for most test methods, so knowledge of it may have to
be extended as debugging proceeds. It is a possibility, how-
ever, that the changing program will remain in a known reliably
tested set of programs, mitigating the problem of incomplete
knowledge of rel.

Weyuker and Ostrand’s third criticism of Goodenough and
Gerhart’s work is the lack of independence of validity and
reliability.  This has been dealt with in Section II (and by
Howden) by conjoining the two properties and dealing strictly
with the new composite property. To the extent that the
separate properties have intuitive appeal, this approach is
inadequate. Mathematically, however, it works effectively.

Weyuker and Ostrand’s fourth criticism is one that ties
directly to their own proposal for improving Goodenough
and Gerhart’s work. They feel that validity and reliability
should be generalized to apply to subsets of the programs’
input domain. This is a tangent to the reasoning of this paper
and other testing research, but it would appear that Good-
enough and Gerhart’s definitions applied to a program and
specification restricted to some subdomain would suffer from
the same faults as in the full domain. Weyuker and Ostrand’s
pursuit of this idea is brief and does not deal with this question,

Thus the theoretical framework of Section II solves three of
the four problems raised by Weyuker and Ostrand.

5) Kennaway and Hoare: The work by Kennaway and
Hoare [14] on the semantics of nondeterministic computer
programs does not deal with the testing of programs explicitly,
but it is intriguing because it describes a mathematical structure
that is almost identical to the one in Section II. The notation
they develop is consistent within itself, but it overlaps the
notation of Section II in ways that would make its use here
very confusing. What we will do, therefore, is use our notation,
but reinterpret it in their way. The differences between the
developments of the two theories raise some interesting ques-
tions about the testing theory.,

The primitive objects in Kennaway and Hoare’s discussion
are the “‘deterministic machines” ?, and the “tests” §. Fach
machine p €P may or may not “pass” a test s €S, and the
relation rel C #X § tells which machines pass which tests. For
Kennaway and Hoare the relation rel is arbitrary and there are
no analogs to J and M. In the testing theory, on the other
hand, rel is defined in terms of the more primitive ok and corr,
This raises the first question about the theory of testing, does
the derived nature of rel allow any relation whatsoever between
Pand §7 The answer, one can quickly see, is yes, because
p rely; s is defined to be p oky s=p corrs. If we choose
ok so that p ok, s is true for all p, s, and 7, then p okyy salways
holds and p rely; s is equivalent to p corr 5. We also need to
know that p corr s =p ok, s, but since the right-hand side is
always true, corr and therefore relyy may be any arbitrary
relation.

Kennaway and Hoare then proceed to define “nondeter-
ministic machines” to be sets of deterministic machines and
“specifications” to be sets of tests. A nondeterministic ma-
chine P “satisfies” a specification S (written P rel S) if

Vb Vs(pEPAsES=prels).
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Switching again to the testing theory, we see that this is iden-
tical to the definition of reliability for sets of programs and
sets of specifications. The question raised here is whether or
not there is an interpretation for sets of programs and sets of
specifications other than simply as sets. This is a somewhat
philosophical question that cannot be answered absolutely,
but it is reasonable to say no. The reason comes from one of
the goals of the testing theory, going back to Howden. In
order to know when we can effectively use testing, we need
to know on which sets of programs our method is reliable.
It does not seem reasonable to interpret sets of programs in
any other light. The idea could bear some fruit in an indirect
way, however. A set of specifications can be regarded as a
specification as well, but a specification of a different sort. A
program could be said to satisfy one of these “abstract” speci-
fications if it satisfies one of the “concrete” specifications
within it. One could analogously define abstractions of pro-
grams as sets of programs, but both of these ventures into
power sets must be done in addition to the construction of the
power sets for the definition of reliability. What practical
consequences such definitions might have is an open question.

Kennaway and Hoare next define the functions ms, mp, Xs,
and xp in exactly the same way as they are defined in the test-
ing theory. mp(S), for instance, is the nondeterministic ma-
chine composed of all deterministic machines that pass all of
the tests in §. They state many properties of these functions,
including making the definitions of * and §*. They go beyond
the presentation in Section II, however, when they conclude
that ms and mp are monotonic and that $¥ and § are iso-
morphic.  This is accomplished by turning the lattice of
nondeterministic machines upside down (subsets of ? ordered
by superset), using the argument that the more deterministic
machines in a nondeterministic machine, the less predictable
it is, and the lower it should be in an ordering of nondeter-
ministic machines. In the previous paragraph we argued that
it does not seem reasonable to interpret a set of programs as
anything else, so we certainly cannot insist that sets of pro-
grams be ordered differently from sets of specifications. Were
we to play the formal game, however, the monotonicity and
isomorphism would apply in the testing theory as well.

At this point, Kennaway and Hoare’s theory diverges rather
substantially from the testing theory. They undertake the
usual progfam of denotational semantics by trying to find
continuous operators for constructing complex nondeter-
ministic machines from simpler ones. Two assumptions they
make along the way are nevertheless of some interest.

In order to know that xp and xs are continuous functions,
they make an assumption analogous to the following: for
every sequence Py D Py D P, D+ - of sets in $* assume that

N{P;} rel s = 3 j(P; rel s).

What bearing such an assumption might have on the comput-
ability or finiteness of the underlying test method is an open
question.

A final observation is that Kennaway and Hoare find it ap-
propriate to assume that there are no “miraculous™ machines,
no machines that pass all tests. This is equivalent to assuming
that mp(8) = ¢, something not at all appropriate for the test-
ing theory. In a testing system reflecting partial correctness,
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for instance, a program that never halts for any input will
vacuously satisfy all specifications, and there is nothing
paradoxical or miraculous about it.

B. Specification Independent Testing

1) Limitation: We have seen that from the theoretical
point of view, a test method is a function that depends on
both programs and specifications. In order to be able to
describe an algorithm for a test method in general requires that
both programs and specifications be formal objects suitable for
use as data in the computation that yields a test. Ever since
the advent of compilers, programs have been suitable formal
objects, but specifications are still rarely formal. For this
reason, the most discussed and best understood test methods
do not depend on specifications.

The restriction of test methods to depend on programs alone
is a technical convenience only, so it comes as no surprise that
the power of this class of test methods is also restricted. The
usual argument for this is a hand wave called the “missing path
problem™: if the given program fails to perform an action
required by the specification, then it may be that no amount
of analysis of the program can produce test data that reveal
the action’s absence. Only by consulting the specification as
well as the program can this be done. The loopholes in this
reasoning are many, including the lack of definition of the
term ‘“‘action,” how one is specified and how one can be
missing. Nevertheless, the idea is clear and the missing path
problem has driven all research to date on testing based on
specifications.

One of the encouraging things about the theoretical frame-
work described in Section I is that it provides a precise
theoretical version of the missing path problem.

A test method that depends only on programs is indepen-
dent of specifications in the mathematical sense.

Definition III.B.I-1: A test method M is specification
independent if

Vp Vs Vr(M(p,s)=M(p,r)).

We will abbreviate M(p, s) by M(p) when M is specification
independent. L]

The fact that a test method is specification independent does
not in and of itself limit the power of the method. A constant
test method is certainly specification independent and we have
already seen a testing system with a constant, universally
reliable test method (Example [I.A-6). If, on the other hand,
we make a reasonable assumption about the generality of the
underlying testing system, we find that specification inde-
pendence does imply a limit on power. The necessary assump-
tion is that for every program and test, we can always find a
specification that will fool the test. In other words, we can
always find a specification against which the program tests
correctly, but with respect to which the program is incorrect.
Among actual programs in any general purpose language, and
among specifications robust enough to specify all programs,
this is clearly true.

Theorem [II.B.1-1: For a specification independent test
method M in a testing system that has the property that

¥p Yt Is(p ok, s A~(p corrs))
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Vo Vs(p EPASES=p rel s).

we have
mpys (&) = ¢.
Proof:
mpyy (8) =
{p|prely 8} =

{p] Vs(p rely )} =
{p] Vs(p oky s =p corrs)} =
{p| Vs(~(p ok 5) Vp corr )} =

{p‘ ~3s(p okyr s A~(p corr 5))}
Now, suppose this set is not empty, and pick a program p,
from it. Because M is specification independent, we can let
to =M(po), knowing that Vs(z, =M(p,, 5)). Thus, we can
see that .

~3s(po ok, s A~(pg corr s)).
Following from this we have

3p 3t~3s(p ok, sA~(pcorrs)) =

~Vp Vt 3s(p ok, s A~(p corr s))

a direct contradiction to the initial assumption about the test-
ing system. The conclusion, therefore, is that mpy; (8) is
empty, ]

This is not to say that specification independent testing is
worthless.  mpyy (S) for some § smaller than § may well be
nonempty. It does suggest, however, that specification depen-
dent testing can be a worthwhile goal.

2) Path Testing: Specification independent testing first
came into practical use in the form of “statement testing.”
Statement testing is based on the observation that an error in
a program statement cannot possibly be detected unless the
statement is executed. A goal of testing, therefore, should be
to run the program on a diverse enough collection of data so
that every statement of the program is executed at least once.
This was never thought to be a fully reliable test method, but
it was seen as a minimally acceptable amount of testing,

It was quickly recognized that many errors go undetected
under a statement testing regime. A particular kind of error
missed is akin to the missing path problem: there is nothing
in statement testing to force the program to follow an empty
branch. If the program contains an empty branch that should
have (according to some unwritten specification) done some-
thing specific, statement testing will not systematically detect
it. This led to the introduction of what we will call “branch
testing,” which in the literature is often called “path testing.”
In branch testing, the program is not minimally tested until
every branch (or arc) in the program’s flow graph has been
traversed at least once. This corrects the immediate problem
by fixing attention on the branches rather than the statements
(or nodes) of the flow graph. It is also intuitively clear that
branch testing should be more powerful than statement testing,
because any set of data that satisfies the branch testing rule
will also satisfy the statement testing rule.

Just like statement testing, branch testing fails to detect
certain kinds of errors, and proposals have been made to im-
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prove on branch testing. It is beyond the scope of this section
to itemize these. What we will do is illustrate the use of the
theoretical framework of Section II to formalize the relation-
ship between statement and branch testing. In the process,
we will find that statement testing and branch testing are just
the first two of an infinite collection of specification inde-
pendent test methods which we will call the “path testing”
methods,

Huang [13] and Howden [12] deal extensively with the
topic of branch testing, so we will move quickly and try not
to repeat large amounts of their discussion. We will let the set
of programs P be the set of finite digraphs with distinguished
start and stop nodes, and annotated with a set of programming
language constructs (which we will not define). Since we are
dealing with specification independent testing, the set of speci-
fications § will remain totally undefined,

Definition [I1.B.2-1: We denote a path through a program
flow graph by w, the sequence of nodes (statements) visited by
the path. The length of a path isjust the length of the sequence.

paths, (p) denotes the set of all paths in p of length less than
or equal to . L]

Note that paths; (p) is the set of all nodes of p. paths,(p) is
the set of all nodes together with the set of all arcs (or branches)
of p.

Definition II[.B.2-2: dom(p, w) is the set of all inputs to p
that cause it to execute along a path of which w is a subpath. m

Statement testing provides a rule under which certain sets of
test data are considered acceptable and others are not. Among
the acceptable sets of test data, statement testing makes no
distinction, and within a set all the tests must be passed. Again
we have a set-choice construction (see Definition I1.B-4) based
on J, the input domain of programs. The formal definition
of statement testing is now easy.

Definition [[.B.2-3:

STATEMENT(p) =
{T| vw(w € paths, (p) A dom(p, w) # ¢ =
dom(p, w) N T +# ¢)}.

STATEMENT(p) consists of all sets of inputs that include
data in the domain of every reachable statement in the
program, "

The definition of branch testing is analogous, and we see
that statement testing and branch testing are just two special
cases of the following more general definition.

Definition III. B.2-4.

PATH,(p) =
{T| Vw(w € paths, (p) Adom(p. w)# ¢ =
dom(p, w) N T # ¢)}

BRANCH(p) = PATH,(p). L]

Note that STATEMENT(p) = PATH, (p).

The pATH,, testing methods for n = 3 have not been described
in the literature, but at the same time they are not unwanted
or frivolous. Specifically, Holthouse and Hatch [10] observe
that branch testing does not force a while loep to be tested for
the case in which it does not loop. In their experience, a sig-
nificant number of additional errors could be detected, were
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(1)

(2) > (3)
1
(4)

|

Fig. .

Program requiring pari;.

branch testing augmented to force the execution of such
special cases. PATH3 does exactly what they want, because
it forces the execution of statement triples, distinguishing (see
Fig. 1) the path <I, 2, 4> from <3, 2, 4>,
With the definition of PATH,,, the assertion that BRANCH >
STATEMENT becomes a corollary of the following theorem.
Theorem [I1.B.2-1: Forevery n =0,

PATH, +, (P) > PATH, (P).
Proof: Pick a TE PATH, (). Then

vYw(w € paths, ,;(p) Adom(w,p) = ¢
= dom(w, p) N T # ).
Since paths, (p) C paths, ., (p) we have
Yw(w € paths, (p) A dom(w, p) # ¢ = dom(w, p) N T # ¢)
or
T S praTH, ().
Thus, PATH,; .1 (P) C PATH, (p), and by Theorem II.B-7,
PATH, ,,; = PATH,,.
A proof that the power relation is strict requires a proof that
~(PATH,, 2 PATH,;+,) ©
~(¥p ¥s(p oKp\riy(n) S =P oKpyra(n+1) 5)) <
3p 35(p okp'srueny $ A ~(P Okpri(n+1) 5)-

In other words, we need to find an example of p and s that
test correctly under PATH, but incorrectly under PATH,,,.
More specifically, recalling the set-choice construction under-
lying the various PATH,,, we need to find a program p that runs
correctly on at least one of the sets in PATH,, (p), but on none
of the sets in PATH,,(p). To be rigorous we would need to
precisely define the set of specifications, the statements and
conditions of the programming language, and the semantics of
both. Instead, suffice it to say that a program can easily be
constructed in which the conditional execution of one state-
ment has the side effect of causing a detectable failure in
another statement # steps further along in the execution of the
program. In Fig. 2, the execution of s, will cause statement
S,+1 tO attempt to divide by zero. InPATH, ., of this program
every T will have to contain something in dom(sy, - =+, 8,41).
It thus will detect the error. In pATH,, however, the require-
ment is only that 7€ pATH,,(p) contains an element of each

IEEE TRANSACTIONS ON SOFTWARE ENGINEERING, VOL. SE-9, NO. 6, NOVEMBER 1983

(cq)
x:=0 (sy")
(sy)
|
|
(sy)
I
(ey)
z:=1/x (spep")
(Speq?
; |
Fig. 2. Program requiring PArHy.;.
dom(w) where w is of length n. Bothdom(s;,$;," "+, ¢z)and
dom(sy, "+, Ca, §p4,) contain data that bypass the deadly
combination. Thus, there are elements of pATH, (p) that do
not detect the error. N

Some people involved in path testing might argue that our
definition of PATH,, is too simplistic, because the sets of data
that interest a path tester are really just the minimal sets that
exercise all paths. Our definitions could be altered to reflect
this difference, with exactly the same consequence. The proof
of the preceding theorem would become a bit more complicated
and would require an application of Theorem II.B-8 rather
than Theorem IL.B-7, because PATH,,,(p) would no longer
be comparable, setwise, to PATH, (P).

3) Mutation Testing: Budd et al [1] have described an-
other specification independent approach to testing that they
call “mutation analysis.” Superficially quite different from
path testing, mutation analysis turns out to fit nicely into the
same framework. This will be discussed briefly and will be
followed by some observations about the “competent pro-
grammer hypothesis.” Contrary to the claims of the propo-
nents of mutation analysis, we will see that the hypothesis is
not enough to ensure the reliability of mutation analysis.

Like path testing, mutation analysis provides a criterion for
judging the adequacy of a set of inputs for testing a given
program, The program in question is modified or “mutated”
in a variety of ways. The resulting battery of mutant programs
is run on the candidate test data set, and the results are com-
pared with the output of the original program on the same
data. The candidate test data set is judged adequate for testing
the original program if every mutant is distinguishable from
the original program. Of course, just as some paths are infea-
sible in path testing, some mutants are equivalent to the origi-
nal program. Detecting both infeasible paths and equivalent
mutants can be difficult, but like all other investigators, we
assume they can be recognized and omitted from consideration.

From this description it is clear that mutation analysis can
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be based on the same set-choice construction as path testing.
The exact power of mutation analysis, however, depends
entirely on the way the mutants are generated. In their
paper, Budd et al describe the generation of mutants in terms
of the repeated application of a small number of “mutant
operators,”

One mutant operator, for instance, replaces any statement
with a special statement that causes a distinctive failure when-
ever it is executed. When this mutant operator is applied in
all possible ways to obtain one mutant for every statement in
the original program. Data to distinguish all these mutants
from the original program must collectively execute all state-
ments of the original program, Another pair of mutant oper-
ators replace logical expressions by the constants true or false.
Again, data to distinguish all possible mutants obtained from
these operators must collectively force the original program to
follow all its branches.

What we have just shown, as did Budd, is that mutation
analysis taken as a test method is at least as powerful as PATH,
or branch testing. That it is strictly more powerful is an easy
matter of finding examples in analogy to the previous theorem.
The relation of mutation analysis to higher path testing meth-
ods is less clear, but it would appear that there is no way to
use the mutant operators informally described by Budd to
force the execution of arbitrary paths of length three or more.
Thus, we have the following.

Theorem ITI.B.3-1: Mutation analysis is strictly more power-
ful than PATH, and is incomparable to PATH,, for any higher i,

Proof:  Given informally above. u

The proponents of mutation analysis are not so much inter-
ested in the relation between mutation analysis and path test-
ing as they are in the probability of success of their method.
It is clear that the program written in response to a given speci-
fication is not chosen at random. In the vast majority of cases
{we are ignoring the case of a malevolent programmer deliber-
ately writing a “Trojan Horse’”) the program is the result of a
conscientious effort to meet the specification, and, as a result
is “almost correct.” The competent programmer hypothesis is
an attempt at formalizing this idea with the end of showing
that mutation analysis is almost always reliable,

The competent programmer hypothesis as applied to muta-
tion testing is the following. Given a program p written in
response to specification s, it is very likely that either p corr s
or g corr s for some ¢, a mutant of p. Rather than arguing,
for any particular set of mutant operators, whether or not the
competent programmer hypothesis holds, we will assume that
it does hold for an abstract set of mutants and see what it
implies.

The first step is to pin down what is meant by the “proba-
bility of reliability” of a test method.

To this end, let us hypothesize a probability distribution over
the sample space consisting of all the subsets of P X §. pr(X)
for some event X C # X § will denote the probability that one
of the (p, s) € X will arise in our idealization of the program-
ming process (given at the beginning of Section 1I). Of course,
one could never hope to establish the actual values of this
distribution, because they vary over time with the experience
of individual programmers, the state-of-the-art of program-
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ming, and the growing expectations of consumers of computer
technology.

Despite this, we can make general inferences about the dis-
tribution. For instance, the fact that we need to do testing or
verification at all tells us that the likelihood of a newly written
program being correct is unacceptably small. Perhaps

pr{(p, s)’ p corr s =0}

Recalling that the rel relation was chosen to identify those
programs and specifications for which we could rely on the
results of testing, we can readily define the probability of reli-
ability of a test method as the probability of a program-specifi-
cation pair arising that is reliably tested.

Definition [II.B.3-1: For a test method M in a testing
system in which a probability distribution pr is defined, the
probability of reliability of M is given by

pr(M) = pr{(p,s)|p rely s}. .

An alternative definition is to use the conditional probability
that p corr s given that p oky; s. It can be shown that test
methods are ranked in exactly the same way under both defi-
nitions.  Qualitative results being the same, we will use the
simpler definition.

We note that this new characterization of the power of a test
method is consistent with the old one.

Theorem [I.B.3-2: Given two test methods M and V in a
testing system for which a probability distribution pr is defined,

M=N=pr(M) = pr(V).
Proof:
M=N=
Vp(msy ({p}) 2 msy ({2})) =
Vp({s] p relys s} 2 ] p rely s3) =
{(p, )| prelp s} 2 {(p,5)| prely s} =
pr{(p,5)] prely s} > pri(p, )| prely s} =
pr(M) = pr(V), .

We now need to establish some vocabulary for discussing
mutation analysis formally.

Definition II1.B.3-2: For every program p we denote the
set of mutant programs derived from it by mutants(p). We
assume that p € mutants(p) as the result of an identity mu-
tant operator. u

As we noted earlier, mutation analysis is defined in a set-
choice testing system in which T is simply the set of input
data.

We will need to be able to compare programs with each
other in much the same way we compare programs with
specifications using corr and ok.

Definition 111.B.3-3: 1In the mutation testing system, p(/)
denotes the output of program p run on test (datum) 7. Addi-
tionally, if J" is the powerset of J and 3" is the powerset of
T, and if ¢, ¢, and ¢" are elements of T, T’ and T", respec-
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tively, we define three kinds of program equivalence as follows:
p=q=Vi(p(t)=q(1)
p=pq =Vt EL = p(1)=q()
p=pqge=3t'(t' et Ap=pq).

These are the analogs of corr, ok’, and ok”, but relating pro-
grams to one another rather than to specifications. L]

As has been the case implicitly throughout this section, we
assume that correctness is based entirely on the function com-
puted by a program, or

p =q = (p corr s = ¢ corr §).

We are now in a position to define the mutation test method
and to formalize the competent programmer hypothesis.
Definition I1.B.3-4:

MUTATION(p) =
{T| vq(q € mutants(p) = (p =7 q = p =q))}.

In other words, mutation testing data distinguishes every
nonequivalent mutant from p. ]
Definition I{I.B.3-5: The competent programmer hypothesis
is
pr{(p,s)| 3¢(q € mutants(p) A q corr 5)} = 1.

In other words, the event of one of a program’s mutants
being correct is almost certain. =

Contrast with the assertion earlier that the event of a pro-
gram itself being correct is very unlikely.

The claim of Budd ef al. can now be formalized as “the com-
petent programmer hypothesis implies pr(MmuraTION) = 1.”
Unfortunately, this is not true. The following example shows
that there are testing systems in which the implication fails
utterly. In the example we see a situation in which the com-
petent programmer hypothesis has a probability of one, and
yet mutation testing has a probability of reliability equal to
that of no testing at all.

Example [I1.B.3-1: Consider a testing system where

P={p1,p2, 03}
S={s12,823}
3—: {fl,fg}.

The programs are functions from J to the integers, with the
values given in Table I. They are all distinguishable on all
inputs, hence =, for each ¢ is the same as equality.

The specifications are relations whose values are given in the
same table.

Taking correctness to be partial correctness in the sense we
have used frequently before, we can derive Table II.

No matter how we choose the function mutants(p), we can
see that for every program p,

{2} EmuTaTION(p).

This is because of the distinguishability of programs:
Vo Vq(p={,}a=p=q)=
Vp Vq(q € mutants(p) = (p =(,} 4 =p =q)).

TABLE |
P axp 8 ror Exasere [11.B.3-1
t pltt) pz(t) pyit) 5y,(t) 523(r)
tl 1 2 1 12 2,3
t, 4 5 6 4,5,6 4,5,6
TABLE II
corr AND ok FOR Exampre [11.B.3-1
corr ; ok(rl) ok(t’z)
S12 523 515 533 S12 S23
Py T F T F T T
P, T T T T
B F T F T T

The consequence of this is that rel,, . = corr, because

P rely i 5
n

2 oKyt o p S=pcomrs e

3T(T EMUTATION(p) = p oky §) = p corr s <

p ok'{,z} 5= pcorr § &<

true = p corr § <
p coirs,
Thus,
pr(MUTATION) =
pr {(P’ S)' p I-EI\[[ rarioN S} =
pr{(p, s)[ p corr s},

The probability of reliability of mutation testing in this
context is independent of the mutation operators [or, equiva-
lently, the choice of mutants(p)] and is fixed at the theoreti-
cal minimum value for any test method, the probability of
correctness without testing,

The choice of mutants(p) does, on the other hand, influence
the degree to which the competent programmer hypothesis

holds. If we choose mutants as given in Table III, then for
every choice of p and s, p has a correct mutant:

pri(p, S)l 3q(q € mutants(p) = q corr 5)} =
pri(p,s)|pEPAsES) =
1.

Thus, we can conclude that the competent programmer hy-
pothesis can hold with the highest degree of certainty, but at
the same time the probability of reliability of mutation testing
can be the minimum possible for any test method. u

Despite the fact that the assumption of mutation testing can
fail in the general case, it is possible to find restricted situa-
tions in which it does work. One way of doing this is to impose
a restriction on the testing system.

Definition [11.B.3-6: The unique specification property of a
testing system in which T =D, the domain of programs, is

p ok, s Aqok,s=p(t)=q(t). .

—

T S ——
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TABLE 111
MUTANTS FOR ExampLE 111.B.3-]
P mutants(p)
Py oy, £yl
Py tpy. Pyl
P3 {py. Py}

A careful reading of Budd and Angluin [3] reveals that the
implicit testing system within which they study mutation
analysis has the unique specification property. Their specifica-
tions ‘are, in fact, functions, and by correctness Budd and
Angluin appear to mean total correctness.

Theorem [I1.B.3-3: pr(MUTATION) = 1, provided that the
function mutants satisfies the competent programmer hypoth-
esis, and that the underlying testing system has the unique
specification property.

Proof: Our goal is to show that the event of reliability
under MUTATION contains the event of a program having a
correct mutant. This is the same as showing that if we pick
a pair (p, s5) such that 3g(g € mutants(p) A g corr s),
prely e 8 also holds.

We can divide the problem into two cases, p corr s and
~(p corrs). The first case is easy:

p comr s =

'

m(p Ok\1I FATION S) vp corr s =

p ]‘el\l!'l\illl\. S
Therefore, assume that ~(p corr 5). By our original choice
of p and s, we can find another program, say ¢, such that

qo € mutants(p) A g, corr s.

We also know that p #q, because g, is correct and P is not.
By the definition of MUTATION we then conclude that

VT(T €EMUTATION(P) = p F1 q,)
and
VI(T €MUTATION(p) = 31(t ET A p(r) # go(1))).

Now, by the unique specification property and the knowledge
that q¢ corr s, we can assert

VT(T EMUTATION(p) = 3t(t ET A ~(p ok, ).

Without this property of the testing system, it would be
perfectly possible for p to differ from g, at some ¢ and yet
for both p and g, to test correctly. p is incorrect by assump-
tion and therefore will test incorrectly for some element of T,
What we are saying is that mutation analysis may blindly
choose an irrelevant distinction between p and qo. The unique
specification property asserts that there are no irrelevant dis-
tinctions between programs,

Quickly finishing the proof, we note that the above assertion
is the definition of

i
N(p Uk\ll IRVETEAS s)
from which. because ~(p corr 5), we conclude that

;J l-CJ\H LY NIEAN S‘
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Now that we have reliability in both cases,
pr{(p,$)|3q(q € mutants(p) A g corr 5)F <
pri(p,9)|p relyun )
and
pr(MUTATION) = ], L

The unique specification property is significant. The compe-
tent programmer hypothesis is a property of the test method.
Should it be called into question, the proponents of mutation
testing simply need to modify the method to satisfy the criti-
cism. The unique specification property, on the other hand,
is a property of the testing system, and applies to all test
methods built in the system, whether they are mutation meth-
ods or not. It cannot be acquired by any amount of tuning
of the mutation testing method.

Two simple examples will show that, while it is not out-
rageous, it is quite restrictive. First, most programs must deal
with erroneous data of one sort or another. Specification
uniqueness insists that a specification provide for every jot and
tittle of every error message, lest an erroneous program be
mistaken for a correct one because it differs in the punctua-
tion of an error message as well as in some significant way.
Second, subroutines are often written to fit into contexts in
which only a portion of the potential input domain will ever
appear. Specification uniqueness would force the specifier of
such a subroutine into the burden of providing behavior for
all of the impossible data so that mutation testing will not be
fooled.

Thus, we see from a formal analysis of the assumptions
behind mutation testing that the test method must be used
with caution or its claimed reliability, even given the compe-
tent programmer hypothesis, will fail to apply.

C. Specification Dependent Testing

Work on generating test data from an analysis of specifica-
tions has been frustrated by the lack of formal specifications
and of a uniform language for writing them. We have already
observed that Goodenough and Gerhart give a difficult to gen-
eralize example of using a decision table specification. Howden
restricts his specifications to simple mathematical functions.
Geller allows full verification-style specifications, but his
examples leave unclear where the boundary between proving
and testing should be. His actual examples of test data asser-
tions involve simple mathematical properties like Howden’s.

Despite this difficulty, specification dependent testing is
practiced, usually in the absence of any kind of formal specifi-
cation at all. In industry it is known as “black box” testing,
where a testing team is given a completed piece of software
together with its documentation and is asked to exercise it,
The description “black box™ is intended to suggest the idea
that the testing group has no knowledge of the internals of the
software. Their goal is to try to find out if the program does
what it is supposed to do without paying attention to how it
does it. To the extent that this ideal is realized. black box
testers are actually practicing program independent testing.
This has limitations in exact analogy to specification indepen-
dent testing. but it is apparent that practitioners correctly
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view it as complementary to the informal path testing that
undoubtedly took place throughout the process of writing the
program. The need of practitioners for specification depen-
dent testing should be an added spur to research in general
methods.

In this section, we will see that mutation testing can be im-
proved by the introduction of specification dependence, and
that hardware testing is inherently specification dependent and
program independent. In addition, some very general methods
of using specifications in testing are outlined.

1) Mutation Testing Revisited: Recently, in the process of
implementing a mutation analysis tool, Budd [2] has made a
significant change to the principles of mutation analysis. Seem-
ingly trivial, the change actually results in a test method that
is incomparable to mutation testing as it was originally formu-
lated. Unlike its predecessor, the new method is specification
dependent and, significantly, is reliable under the competent
programmer hypothesis. Unfortunately, the new method
seems in ways to be more difficult to apply than the old one.

The new approach to mutation analysis produces mutants in
the usual way, but assumes that the program and its mutants
are imbedded in a driver that monitors the execution of the
program on test data, and that reports whether or not the
program meets its specification on the tests. Instead of com-
paring the raw outputs of a program and its mutants, we now
compare the outputs of the monitor. Otherwise, the new and
old methods are the same. In other words, the new mutation
analysis is exactly the same as the old one except that it uses
a new notion of program equivalence, equivalence with respect
to a specification. This would appear to be precisely what is
needed to avoid the problem described in Section IIL.B.3, and
we confirm this when we proceed formally, below.

It is important to notice that the new version of mutation
analysis uses a formal, implemented specification in the pro-
cess of judging the adequacy of a candidate test data set. This
is a profound change from the old scheme in which no formal
specification was used. The creation of the formal specifica-
tion was used. The creation of the formal specification adds
significantly to the intellectual difficulty of mutation testing,
and this intangible cost must be considered in judging the
value of the new method. On the other hand, we have seen
that the incorporation of specifications into the process of test
data selection is a natural and important next step in the de-
velopment of testing. It is likely that research in this vein
(some of which is outlined at the end of this paper) will con-
tribute some method to the process of specification writing.
Certainly the shift in mutation testing represents another vote
for the routine use of formal specifications.

Using the context of the last section, we can formalize the
new method as follows.

Definition [II.C.1-1:

NMUTATION(p, 8) = {T| Vg (q € mutants(p)
=>(p=57d =P =9}
where
p=,q = (pcorrs<qcorrs)
p =, 7q=(pokps=qokys)

and where the other notation is the same as in Section [11.B.3.
[ |

Note the analogy between this definition and Definition
[IL.B.3-4. =, is substituted for = and =  is substituted for

=

Theorem III.C.1-1: pr(NMUTATION) = 1, provided that the
function mutants satisfies the competent programmer hy-
pothesis.

Proof: As in Theorem II1.B.3-3, we want to show that the
event of reliability under NMUTATION contains the event of
a program having a correct mutant. Thus, we pick a pair (p,s)
such that 3¢(q € mutants(p) Agq corr s). p corr s trivially
implies p rel iy, pun §, SO We assume ~(p corr §).

Now, we pick g, such that g € mutants(p) A gy corrs. It
follows that

p#:4q0.

If we pick Ty € NMUTATION(p, §), we can see thu'

p ¥, 71, d0-

Since gq corr s, it must be that

~(p ok, 9
and because of the arbitrary choices of gq and Ty
(D0 rames §)
P rel i 8
and finally, as in the other proof,
pr(NMUTATION) = 1. =

It is tempting to guess at this point that NMUTATION =
MUTATION. It is true that NMUTATION cannot be fooled by
irrelevant distinctions between a program and its mutants.
On the other hand, if a program and one of its mutants are
both incorrect, they are equivalent under the specification,
and the new method will permit any test data to be used.
Under the same conditions, the old method may actually
expose the error, It appears, therefore, that in the absence
of the competeht programmer hypothesis the two methods
are actually incomparable. This can be made formal as follows.

Theorem [11.C.1-2:

MUTATION 2 NMUTATION
and
NMUTATION 2 MUTATION.

Proof: Considering the testing system represented in Table
IV, we see that both ~(p; corr s;) and ~(p, corr 55,). By
reasoning similar to that in Example [IL.B.3-1, we can see that
Py oKy S1oand ~(py 0Koy s $1), while at the same
time ~(22 OKu rios S2) a0d Pz 0Ky apuon S2. Thus each
method detects an erroneous program that the other misses. ®

Before we can conclude our discussion of the new mutation
analysis, we must mention a feature of the method that at first
appears paradoxical. Consider the situation of a tester who is
given program p, and specification s, and is asked if test data
set T is adequate under the new mutation method. [t is likely
that some mutant, say g, is indistinguishable from p under s
and T (ie.,p =g 7 q). The tester’s challenge is now to reject T
in favor of a larger set that does distinguish p and g, or to prove
p and ¢ fully equivalent under s (p =; q), thus admitting that

ki ikttt

s
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TABLE IV
P axD 8 FOR THEOREM [11.C.1-2

: Pt Pofe) Bste) Pue) | siv) .08
R &4 5§ 1 3 4 s
e | > o 4 g 4 3

no test can distinguish them. One way to go about proving
P =;q is to prove the truth or falsity of p corr s and then
prove that g corr s has the same value. But, if we know the
truth value of p corr s, there is no need to go on evaluating test
data, because the sole purpose of the analysis is to help find
that information.

In fact, trying to prove p corr s and then g corr s is not the
practical way to prove p =;q. In practice, g differs from p in
one syntactically very small way: they differ by a mutation
to one statement, It is within reason, and Budd confirms that
it is true in practice, that one can prove that the mutation does
not change the correctness of the program, Because of its
need for a formal specification, this is probably.more difficult
than the pure program equivalence proof required by the old
form of mutation testing. That it is easier than a program
correctness proof can only be established by experience.

2) Hardware Testing: The testing of digital electronic hard-
ware, of course, is a subject that has filled volumes. Our pur-
pose here is simply to point out some of the similarities and
differences between hardware and software testing, and to
make the cobservation that hardware testing has traditionally
been specification dependent.

In order to see the difference between hardware and software
testing, we need to recognize that there are really two differ-
ent applications of testing in the production of hardware and
software, The first is the confirmation that the prototype
proposed by the engineer or programmer does what the ulti-
mate user wants to do. The second is the confirmation that
each replica of the final prototype is identical (within limits)
to the original. In software, the technology for duplicating
programs is so well established that there seems to be no need,
except in extraordinary cases, to question the accuracy of a
copy. Thus, it is the first testing application, the testing of
prototypes, that dominates the theory and practice of soft-
ware testing. In hardware, on the other hand, the physical
replicas can deteriorate with time, and manufacturing itself
is not always highly reliable. It is here, in the second applica-
tion of testing, that the subject of hardware testing concen-
trates. Why the testing of hardware prototypes or designs
takes a lower precedence is debatable. It may be that mass
produced hardware components have tended to be less com-
plex than software components, making the correctness of
hardware designs a matter of intuition. It may also be that
the testing of designs is an inherently more difficult problem,
requiring, as it does, specifications of a different sort than the
component being designed. It is clear, however, that the
development of VLSI eventually will make the testing of
designs as important in hardware as in software.

Thus, hardware and software testing contrast formally in
that a traditional hardware testing system will have the set of
specifications equal to the set of “programs.” In software test-
ing, as we have seen, it is atypical to use a testing system in
which # and § are equal.

TABLE V
MuTanTs FOR THEOREM [11.C.1-2
D mutants(p)
Py oy, Pyl
oy {py, Dyl
Py {p3}
Dy {py}

The problem faced by a hardware tester can be made a bit
more specific.  Using the manufacture of integrated circuit
chips as an example, the tester is repeatedly given two chips,
one of which is constant and correct by definition (the proto-
type), and one is unknown (it has just been manufactured or
returned from the field). It makes sense in this situation for
the tester to study the prototype, the manufacturing process.
and the aging process, trying to anticipate the kind of faults
that are likely to occur in the mass produced chips. He or she
then tries to assemble a collection of tests that is guaranteed
to expose any of the anticipated faults.

In the case of faults introduced during manufacture, what
we have is the fault model approach to hardware testing [16],
which is similar in some respects to mutation testing of soft-
ware, Our analysis of the manufacturing process gives us a
function fault that maps a prototype chip into the set of chips
that are likely to come out of the manufacturing process.

For example, a frequently mentioned fault model is the
“stuck-on” model in which fault(p) is the set of chips that
differ from p only in that one gate is replaced by a wire carry-
ing a constant (zero or one) value.

Since the manufacturing process will probably be constant
over a wide variety of chip designs, one would like to find a
general method of deriving an adequate set of tests from any
given prototype chip. This amounts to finding a test method
M such that (recalling that = §):

Vp (fault(p) rely p).

It is immediately evident that the power of M depends on the
size of fault(p) and that in general we will not obtain full
reliability unless fault(p) = 2.

The spirit of the fault model, however, is that it identifies
the likely faulty chips. Thus, as in mutation analysis, we have
an assumption about the probability distribution of program-
specification pairs, or in this case, chip-chip pairs. The as-
sumption is, formally,

pr{(q,») | g € fault(p)} = 1.
It follows trivially that
priM)y=1.

In other words, the probability of reliability of M depends on
the probability that the manufactured chips contain the
modeled faults.

All this is no great surprise. It merely serves to illustrate the
essential similarity between hardware and software testing.
Two fundamental questions are raised, however. First, we
notice that the kind of hardware testing we have described is
specification or prototype dependent and program indepen-
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dent. We have learned earlier that the greatest reliability is
obtained with test methods that are dependent in both pro-
grams and specifications, Is it possible to improve hardware
testing by tailoring the tests to some of the properties of the
“program,” the manufactured chip under test? Second, how
can the testing of hardware designs be done when the com-
plexity of VLSI forces this issue? Will the similarity to pro-
gram testing mean that software techniques will apply, or will
an entirely new approach be appropriate?

3) Further Research into Specification Dependent Testing:
A number of recent investigations have been made into specifi-
cation based testing. Because of the lack of a single, widely
used specification language, each investigator includes his own
unique variety of specifications. Because the testing system
varies from one investigator to the next, there is very little that
can be said about the relative powers of the methods. This
section counsists, therefore, of informal descriptions and obser-
vations about the methods.

Weyuker and Ostrand make a bit of progress in the direction
of testing based on general specitications. They illustrate how
a simple predicate calculus specification can be decomposed
into a number of disjoint input conditions and corresponding
restricted output specifications. The conditions on the input
produce a partition of the input set that is probably different
from the one that is derived from branch testing. They suggest
finding a mutual refinement of the two partitions, and select-
ing test data from all of the classes in the refinement. In the
context of the preceding two sections, it should be clear with-
out proof that such a method would be strictly more powerful
than selecting data from one of the two original partitions.
The problem with their approach is, like Goodenough and
Gerhart’s, that it is given in the form of examples and it is
not clear how to generalize it, especially to formulas with
quantifiers.

Another relatively early attempt is the work of Chow [5].
In a2 manner reminiscent of Howden’s, he restricts the set of
specifications to the set of finite state machines. In effect,
programs to Chow are also finite state machines, but a fairer
way of putting it is that he accepts any usual program paired
with an abstraction that leaves only finite state behavior
visible. He shows that universally reliable test methods can be
constructed-in this kind of testing system, and he shows that
fewer test data are necessary than might first be expected.
Since Chow is dealing strictly with universally reliable test
methods, his interest is mainly in the complexity of the testing
process, something that is secondary to our concerns. Finite
state machine specifications are clearly applicable to some
software, such as network protocols and lexical scanners, but
due to the inherent limitation of the computational model
they cannot form the basis for a general method.,

The “domain testing” of White and Cohen [19], as imple-
mented, is one of the enhanced versions of path testing alluded
to above. It is mentioned here, because in the abstract it is an
interesting specitication dependent testing method. Similar to
Chow’s, their method abstracts all computation out of the
program, leaving only the program’s branching structure to
assign input data to equivalence classes, Specifications, were
they made explicit, would define the equivalence classes that
a satisfactory program would have to exhibit. Test data are

chosen to show whether or not the boundaries between the
classes are in the specified places. The problem with the
method, of course, is that the detection of “domain errors”
is only a small part of the problem of showing program cor-
rectness.  Also, the method is applicable only to programs
whose input set has a metric to provide a definition of bound-
ary. Perhaps domain testing can be generalized by a careful
study of what constitute boundary values of programming
problems.

Two recent papers move closer to the goal of test data gen-
eration from general specifications. Richardson and Clarke
[17] and Cartwright [4] both effectively follow Weyuker and
Ostrand in deriving a partition of the input set from a specifi-
cation. Each of the two suggest new specification languages
which are high level applicative programming languages. Rich-
ardson and Clarke explicitly do a path analysis of the specifica-
tion to obtain a partition which they then use to refine a path
testing partition. Cartwright is less specific, but suggests using
a symbolic evaluation of conditions in the specification, parti-
tioning the input set at branch points in the evaluation. The
briefly described process probably amounts to a kind of path
analysis of the specification,

Both of these approaches are vulnerable to the criticism
applied to all operational semantics, that specifying a program
with another program is redundant, and that it should be
possible to write a compiler for the specification language,
thus eliminating the need to verify or test the program. A
minor criticism is that both approaches require users of the
method to learn a new language.

Cartwright argues that a new specification language is re-
quired, because the language of verification, predicate calculus,
has failed to permit practical verification. The tedium and
detail that make verification difficult, however, are generally
present only in the proofs of programs, and not in their predi-
cate calculus specifications. Predicate calculus provides ample
opportunity for capturing the abstractions needed to specify
large programs, and test data derived from a predicate calculus
specitication will carry with it none of the tedium associated
with proofs of correctness. In addition, predicate calculus is as
close as we can get to a lingua franca for specifications.

Gourlay [8] approaches this goal of using predicate calculus
specifications by recognizing that disjuncts from such a specifi-
cation are themselves partial specifications of a program and
often represent simple computations that need to be performed.
By striking an analogy between disjoints of a specification and
paths of a program, one can treat quantifiers as if they were
loops in a program being path tested. In this way a very gen-
eral and effective test method can be obtained. A use of the
same principle of recognizing paths in specifications occurs in
the work of Gannon et al. [6], where an abstract data struc-
ture is tested against its algebraic specification by applying a
path testing criterion simultaneously to the specification and
the implementation,

IV. CoNCLUSION

We have seen a formal framework for testing that unifies and
extends previous work, that is mathematically interesting, and
that has born fruit of consequences to practical testing. The
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attempt to prove the commonly accepted relation between
statement testing and branch testing led to a hierarchy of
improvements to path testing filling an expressed need in
practice. A formal analysis of the assumptions underlying
mutation testing led to a clarification of the assumptions and
a restriction on when mutation testing can be used reliably.
The theory’s confirmation of the need for testing based on
specifications reemphasizes the importance of research in this
area. '

This list certainly does not exhaust the possibilities of the
theory. Perhaps the most evident direction in which to pro-
ceed is to continue research into specification dependent
methods with the goal of putting them into routine use. This
will require work not only in methods of test data selection,
but in specification languages themselves. Another topic is
to pursue the relation between software and hardware testing
with the hope of cross fertilization between the fields. Another
is the experimental investigation of the probability distribu-
tions (for hardware and software) that give rise to probabilities
of reliability with the hope of explaining the observed reliability
of relatively simple test methods.

A number of theoretical applications also deserve further
attention. Careful study of the expanded sets of programs and
specifications for the path testing methods and for specifica-
tion testing would be of interest. Knowing these sets probably
would not add to our knowledge of the relative powers of
these methods, but the examples might contribute to answers
to some of the theoretical questions left unanswered in Sec-
tion II.  One particular question along this line is the signifi-
cance of Kennaway and Hoare’s continuity assumption in
terms of the finiteness or computability of test methods.
Perhaps the mathematical characterization of actual test meth-
ods can be significantly tighter than the one given in Section
II.

The list of further questions can be made arbitrarily long. It
appears as if one contribution of the theoretical framework is
the ability to pose questions about testing unambiguously, and
to have some idea of the form answers may take. In any case,
the theory of testing is clearly not the sterile subject it might
appear to be.
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